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Secure �le sharing on a global scale  

Secure File Exchange (SFX) provides a unique and powerful 

services-based alternative for secure collaborative document 

and �le management. With SFX, community members can 

control user access rights and privileges (e.g., view, check 

out, author, approve) as they share virus-free documents in a 

secure, auditable environment. 

Improve collaboration across your entire  
user community 

SFX delivers a simple and centralized document management 

service. Using SFX, community members can author, edit, view 

and share �les securely in any format. In addition, SFX provides 

role-based access management, integrated virus protection 

and disaster recovery. 

Supporting business processes and regulatory requirements 

(e.g., compliance and audit), SFX improves collaboration  

across your global user community, eliminating the risk of using 

unprotected and ungoverned methods (e.g., consumer-based 

e-mail, modi�cation of �le extensions) for �le collaboration. 

Ensuring the right people have access to the right information 

at the right time, SFX features include: 

Intuitive directory interface: The SFX directory provides a set 

of hierarchical folders for fast, ef�cient document storage and 

organization. Using this directory structure, administrators can 

create, delete, name, re-name, assign and share an unlimited 

number of folders and sub-folders. 

User access management: SFX folder, sub-folder and �le ac-

cess is based on a user�s role (e.g., Viewer, Contributor, 

Collaborator, Administrator, SuperAdmin). Controlled by folder 

administrators, access can be granted for an individual user or 

a group of users. 

Integrated User Directory: SFX is fully integrated with Covisint�s 

User Directory and Group Management (UDGM) service.  

Using UDGM, SFX administrators can easily �nd and grant 

�le/folder access to individuals or groups within their extended 

communities. 

Document workflow: With document work�ow, structured 

process and �le/folder status help support the management of 

a collaborative process. Work�ow is optional and may be ap-

plied at a �le- or folder-level. 

Integrated anti-virus: Industry-leading anti-virus software 

protects all �les placed in SFX. 
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Support for large files: SFX allows users to collaborate on �les 

of sizes up to 50MB. 

File compression: Industry-standard compression formats  

(e.g., .zip) may be applied to �les and folders for more ef�cient 

storage and downloading. 

Encryption: Files may be stored in the SFX repository using 

high-security encryption techniques. 

Update alerts: For associated SFX folders and �les, users may 

choose to receive e-mail or Message Center alerts whenever a 

change occurs (e.g., changes to folders or �les).

Ubiquitous browser access: Like all Covisint community ser-

vices, users can manage and access SFX from any Internet 

connection using standard web browsers. 

Inbound fax support (optional): SFX folders may have attached 

fax numbers so document contributors can fax documents  

directly into the exchange to share with community members. 

Support for regulatory compliance: All SFX transactions are 

recorded and fully auditable.

Providing a secure, shared service for more ef�cient �le man-

agement, SFX improves collaboration across your entire 

community. With SFX, process cycle times and costs are  

reduced as ungoverned �le management and transmission are 

eliminated. 
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