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Accessing the "My Profile" Administration Application

1. Sign on to your portal.
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2. Click My Profile from the Welcome drop down menu. The Home page of the
Account Administration application is displayed.

RESULT:

You have successfully accessed the My Profile account administration
application.



Reset Your Password

A password reset is a multi-step process that includes:
e answering a security question

e obtaining a temporary password in two parts (one on the screen and one via
email)

e entering your temporary password
e resetting to a new, chosen password
e logging in with your chosen password

@ If your organization also uses the IDcipher™ card premium
service, in addition to password login, then your existing
IDcipher™ card will become null and void upon successfully
resetting your password via "forgot password" link. The system
will automatically send you a new IDcipher™ card upon password
reset.

1. Navigate to the Sign On screen.

kJ Registered Users Sign On

User ID

Password

Sign On

Clicking on Sign On indicates acceptance of Terms of Use and
Privacy Policy

o Forgot your Password?
o Forgot your User ID7?
© check your Registration Status

W Request a new IDcipher card

2. Forgot Your Password? link.
3. In the open text box, key in your User ID.
4. Click Submit. The Challenge Question screen is displayed.
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®

10.
11.
12.
13.

14.
15.

Key in the answer to the Challenge Question, exactly as you did during
registration.

Click Submit. The first half of your temporary password is displayed on the
screen. The remaining four digits of your temporary password are sent to the
email address with which you registered.

Write down the four numbers displayed on your screen on a sheet of paper.
Retrieve the remaining four digits from your email Inbox.

Key in your User ID in the open text field.

Key in your eight digit temporary password in the open text field.

Click Sign On. You are immediately prompted to change your password.

Key in the eight digit temporary password in the Old Password open text field.

Create a new password, and key it into the New Password open text field.
Passwords must be adhere to specific rules. Refer to the password rules on
your screen if necessary.

Key in your new password again in the Confirm New Password open text field.
Click Update.

@ If the IDcipher™ card is required in addition to password sign on,
then your existing IDcipher™ card will become invalid upon
successfully resetting your password. The system will
automatically send you a new IDcipher™ card upon password
reset.

RESULT:

You have successfully reset your password and are now ready to sign on to the
portal.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)



Unlocking Your Account

For security purposes, your user account will become locked if you unsuccessfully
attempt to sign on to the portal beyond the predetermined login attempt limit.
When this is the case, perform the Password Reset function to unlock your account.

If an IDcipher™ card is required to sign on, your existing IDcipher™ card will become
invalid when your account is unlocked and the system will automatically send you a
new IDcipher™ card.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)



How Do | Get An IDcipher TM Card?

@ The IDcipher™ card is used as a method for authentication that may
optionally be used within Portals that require up-level authentication.

The process for obtaining an IDCipher™ Card is dependent upon your user status.
Click on the link that best describes you:

=l am an existing user, | can already log in to the portal, but | need a new
IDcipher™ Card >>>

=1 am new to the portal, and not yet a registered user? (You have not yet
registered for the portal) >>=>

When you register for portal access, an IDcipher™ card will automatically be
generated and emailed to you upon approval of your registration request if the
portal you are requesting access to requires the IDcipher™ card for up-level
authentication.

After submitting a registration request, users need not perform ad
an IDCipher™ card.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)




Existing Portal User - | Need a New IDcipherTM Card

If you are not in possession of your IDcipher™ card, you are able to generate a new
card. Complete the following steps to generate a new card that will be emailed to
the email address you provided during registration as part of your user profile. (The
IDcipher™ Card will be sent to the email address that is associated with your profile

when the request is made).

1. Navigate to the portal sign on screen.

k] Registered Users Sign On

User ID

Password

Sign On

Clicking on Sign On indicates acceptance of Terms of Use and
Privacy Policy

o Forgot your Password?
o Forgot your User ID?
© Check your Registration Status

W Request a new IDcipher card

2. Click Request a new IDcipher™ card. The enter User ID screen is
displayed.

Enter Your User |ID

*user ID

Submit

3.
4. Key in your User ID in the open text field.
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5. Click Submit. The challenge question screen is displayed. ( Learn more
about a challenge question/answer >>=>)

Answer Challenge Questions

dog

Submit

Key in the answer to your challenge question.

8. Click Submit. A confirmation screen displays that a new IDcipher™ card
has been generated and emailed to you.

Request new |Dcipher Card

& new [Dcipher card has been created and sent 1o your registered email address.
Important: after you get the email, please print out a hard copy of the [Doipher card and bring it wit

RESULT:

You have successfully obtained a new IDcipherTM Card.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

10



About the IDcipherTM Card

The IDcipher™ Card is used as a method for authentication that may
optionally be used within Portals that require up-level authentication.

The IDcipher™ card provides two-factor authentication (something the user knows
and something the user has) which is one form of authentication that may be used
when up-level authentication is required. The card provides a low-cost, easy-to-use,
easy-to-deploy authentication mechanism that provides an extra level of assurance
when a user is authenticated.

Covisint has trademarked the IDcipher™ Card.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

11



When Will | Be Prompted To Use An IDcipherTM Card
Number?

You will only be prompted to use an IDcipher™ card when up-level authentication is
required and the IDcipher™ card was specified as the method of authentication
required to complete the up-level authentication.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

13



Up-Level Authentication

Up-level authentication is an authentication process that prompts the user for an
additional, stronger form of authentication than a user name and password, when a
user attempts to gain access to a system resource that requires an additional level of
protection. Additionally, the user may be prompted for up-level authentication based
on specified criteria which can be derived from user provided information (e.g. a
specific user name), system collected information (e.g. an unknown PC IP Address),
as well as transaction patterns (e.g. time of day the user signs on or how frequently
the user is signing on).

Covisint has trademarked the IDcipher™ Card as a means of providing up-level
authentication. — Delete from this section and add to section about the IDcipher
card.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

15



Administrator Roles Matrix (Portal and User Security)

Two categories of roles are managed within the Administration too. Those are:

o0 Covisint Connection and Administration (CCA) Administrator roles
0 Health Exchange Roles

The following table lists the privileges that are contained within CCA Administrator
roles. When Division Administrators are assigned the Security Admin role perform
tasks, each task is only applicable to that division. The role of Security Administrator
applies to the division-level as well as the top-level organization. If your company
sets up Divisions (aka practices) in this online structure, the Administrator at the
Division level is also called a Security Administrator.

CCA Administrator roles are not tied to Health Exchange roles.

Table 1:
Matrix of Privileges Associated Per Role Service Admin Security Admin Division Admin
Approve § Reject division's service package request ® ¥ -
Apprave § Reject new user registration reguests - %
Approve f Reject arganization service regueast -
Apprave § Reject site codes for divisions of y our org
Approve § Reject uzer's service package requeds
Audit user grants

Audit users in cormpany (Quarerly & Annually)
Change amail preferences for self

Change passwoard of self

Delete a division in your org

Delete 5 uzer account -
Edit organization and/or division profile -
Edit profile of others -
Edit profile of self *
Generate a service sumimary repart -
Generate report of USer summary by arganiz ation ®
Generate report of users grants per sve. package ¥
Generate security administrator reports %
Grant a service package to a divigion inyour org -
Grant a service package to a user %
Invite usersto register -
M adify user rales -
Mave a user -
Remove a service package from a division inyour org
Remove service package froma user

Request a service package for my organization
Requesta service package for sef

Reset password of others

Search Miew details for divisions in my organization
Search for users in my arganization

Specify password for self

Specify password of others -
Suspend a division in your org -
Suspend a user account -

==

e A A Y

| =

S Bl I e B B S

ol R

==

el Il B

L s

=M
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GENERAL USERS

Cancel a Pending Request

1. From the My Profile drop-down menu, click View my profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration
|
Home : g Profile : SieOsganicdauoen : seurch

View my Service Packages

Edit my Profile

Change my Password

Fequest a Service Package

Click view pending requests.

Where is the View Pending Requests link?

Home ! My Profile : My Organization :

Melanie Abston - Covisint

view profile for:Melanie Abston

view profile I view service packages
+ edit user profile +* change user password + request service package
+ view pending requests + wiew request history + email preferences

5. Enable the checkbox of each request you wish to cancel.

19
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6. Click cancel pending request.
7. Click Submit decision.

RESULT:

You have successfully cancelled a pending request.

Change Your Password

1. From the My Profile drop-down menu, click Change Password.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration
|
Home : ! Profile : Ji»DOsgaiicdaen | aewoch

iew my Profile

View my Service Packages

Edit my Profile

Change my Password

Request a Service Package

2. In the New Password open text field, create a new password that adheres to
specific rules. Refer to the password rules on your screen if necessary.

3. In the Re-enter New Password open text field, key in the newly created
password to verify that you have typed it correctly.

4. Click Submit password change.

RESULT:

You have successfully changed your password.

20



General Users

Manage Your User Profile

Home : My Profile : My Organization

Melanie Abston - Covisint

My Profile: Melanie Abston

My profile options

Use My Profile options to view and update your profile information, Using the options under the My Profile menu you can
update your contact information, view yvour service packages and site codes, change your password and request access
to new service packages,

» ¥Yiew my profile » Change my password
View your contact information and any Update your password.
administrator roles that vou may have been
assigned. = Request service package

Request access to additional service packages.
= Yiew my service packages
View the list of service packages and sub-
packages to which you have access,

» Edit my profile
Edit your name, address, phone nurmber or
ernail address,

2012 @ Covisint, a Compuware Company
w510

From the My Profile link, you are able to edit your:
0 location information
0 email address
0 security question/answer
0 password

reused. Even if a Security Administrator removes your
access from the portal, your User ID is invalid forever. If
you need to be reinstated to access the portal, you must
register for access again, using a different User ID.

@ e A User ID can never be modified, and can never be

e Hover your mouse over a question mark icon to view help
text related to that field

e Be sure to enter an email address to which you have
access at any time. For example, if your company firewall
blocks certain email accounts, such as yahoo.com or
aol.com, do not use that email address for your user
profile.

1. Perform one or more of the following from the My Profile drop-down
menu:

21
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Covisint Connection and Administration
|
Home : g Profile : SieOsganicdauoen : seurch

Myr F'I'fo View my Service Packages
Edit my Profile

Change my Password

Fequest a Service Package

IF YOU WISH TO... THEN:

edit your location a. Click Edit my Profile.

information b. Modify your address information as required. A
User ID can never be modified, and can never be
reused. Even if a Security Administrator removes your
access from the portal, your User ID is invalid forever.
If you need to be reinstated to access the portal, you
must register for access again, using a different User
ID.
c. Proceed to step 2.

edit your email address a. Click Edit my Profile.
b. Modify your email address as required. Be sure to
enter an email address to which you have access at
any time. For example, if your company firewall blocks
certain email accounts, such as yahoo.com or aol.com,
do not use that email address for your user profile.
c. Proceed to step 2.

modify your security a. Click Edit my Profile.

guestion / answer b. Review the details and requirements next to the
Challenge Question and Challenge Answer fields.
c. Modify your security question / answer as desired,
adhering to the rules and policies listed.
d. Proceed to step 2.

2. Click Save Changes.

RESULT:

You have successfully edited your User Profile.

Opt Out of email Notices

22



General Users

1. From the My Profile drop-down menu, click View my profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration
|
Home : ! Profile : JiveOsgaiizdaaoen : seucch

View my Service Packages
My Profi ; 3
Edit my Profile

i

Change my Paszword

My pr

Request a Service Package

2. Click email preferences link.

Where is the email preferences link?

Home : My Profile : My Organization

Melanie Abston - Covisint

view profile for:Melanie Abston

view profile I view service packages
+ edit user profile +* change user password + request service package
+ view pending requests + wiew request history + email preferences

3. Deselect the checkbox of each item you for which you do not wish to receive
notification. (For security purposes, you are not able to opt out of password
reset emails. It is important that you receive this alert any time your
password is modified.)

4. Click Save changes.

[RI=S19) Iy I

You have successfully opted out of email notices.

23
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Request Service Packages

A service package is a defined group of one or more applications to which you may
have requested access during registration.

Later, post-registration, you may need to request additional service packages in
order to perform your job duties.

Your Security Administrator will approve/reject your request, and you will be notified
of this decision via email. Additionally, your Security Administrator may grant a
service package to you, without receiving a request from you.

Watch how to request a service package

1. From the My Profile drop-down menu, click Request Service Package.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration
|
Home : ! Profile : Ji»DOsgaiicdaen | aewoch

iew my Profile

View my Service Packages

Edit my Profile

Change my Password

Request a Service Package

Click request next to the package you wish to request.

Enter the reason for request in the open text box.

Click continue.

Repeat steps 1 — 4 as necessary for additional service packages.

akwN
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General Users

WHY DON'T | SEE THE PACKAGE OR SUB-PACKAGE | WANT ON THE LIST OF
REQUESTABLE PACKAGES?

If you have already have been approved or already have a pending request for that
package or sub-package, you will not see the package on the list. Keep in mind that
if you are trying to find a specific service, it may be bundled in a package with a
different name. Check the package description to view the services it contains.

IF YOU DID NOT RECEIVE A RESPONSE TO MY REQUEST FOR A SERVICE PACKAGE.
NOW WHAT?

Your request was routed to your Security Administrator. You can send a reminder
email to your Security Administrator by viewing your profile, then clicking the View
Pending Requests link inside the application. You will have an opportunity from that
screen to remind your Security Administrator to evaluate your request or you can
cancel the request.

RESULT:

You have successfully requested service packages.

Send Pending Request Reminder to Administrator

1. From the My Profile drop-down menu, click View my profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

25
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Covisint Connection and Administration

|
Home : g Profile : Jiv Osgaiiidaen : aseacch

iew my Profile

MY F'I'fo View my Service Packages
Edit ry Profile

i

Change my Password

My pr

Request a Service Package

2. Click view pending requests.

Where is the View Pending Requests link?

Home : My Profile : My Organization

view profile for:Melanie Abston

Melanie Abston - Covisint

i

view profile I view service packages
+ edit user profile +* change user password + request service package
+ view pending requests + view request history + email preferences

Nk ®

Enable the checkbox of each request
Click Send Reminder.

Key in the reason for reminder.
Click Submit.

RESULT:

You have successfully sent a reminder to an administrator regarding your
pending request.




General Users

View History of Your Requests

1. From the My Profile drop-down menu, click View my profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration

|
Home : ! Profile : JiveOsgaiizdaaoen : seucch

View my Service Packages

Edit my Profile

Change my Paszword

Request a Service Package

2. Click view request history.

Where is the view request history link?

Home ! My Profile : My Organization : B show side nav

Melanie Abston - Covisint

view profile for:Melanie Abston

view profile I view service packages
+ edit user profile +* change user password + request service package
+ view pending requests + wiew request history + email preferences

RESULT:

You have successfully viewed a history of your requests.
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View Your Current Service Package Grants

1. From the My Profile drop-down menu, click View my profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration
|
Home : ! Profile : JiveOsgaiizdaaoen : seucch

View my Service Packages
My Profi ; 3
Edit my Profile

i

Change my Paszword

My pr

Request a Service Package

2. Click view service packages tab. A list of all service packages to which you
currently have access is displayed.

Where is the view service packages tab?

Home : My Profile : My Organization :

Melanie Abston - Covisint

view profile for:Melanie Abston

wiew profile [ view service packages (-‘ ~ ]
+ edit user profile * change user password r request service package
+ wiew pending requests r wiew request history + email preferences

[R=S19) 0y

You have successfully viewed your service package grants.
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View Your Organization Profile

1. Click My Organization drop down menu.

Where is the My Organization drop-down menu?

Covisint Connection and Administration

Home : My Profile : My Orpanization

Organization Profile

MY Prﬂﬁle: MEIaniE Iﬂ, Wiew my Drganization Service Packages

Wiew my Organization Administrators

i

2.

3. Click view my organization profile.

RESULT:

You have successfully viewed your organization profile.

View Your Organization Services

1. Click My Organization drop down menu.

Where is the My Organization drop-down menu?
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Covisint Connection and Administration

|
Home : My Profile : My Orpanization

Organization Profile

MY F'I‘Gfile: MEIaniE Iﬂ, Wiew my Drganization Service Packages

Wiew my Organization Administrators

[

2.

3. Click view my organization services. A list of all services to which your
organization currently has access is displayed.

RESULT:

You have successfully viewed your organization services.

View Your Pending Requests

1. From the My Profile drop-down menu, click View My Profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration

|
Home : ! Profile : Ji»DOsgaiicdaen | aewoch

iew my Profile

View my Service Packages

Edit my Profile

Change my Password

Request a Service Package

2. Click view pending requests.
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RESULT:

You have successfully viewed your pending requests.

View Your User Roles

1. From the My Profile drop-down menu, click View my profile.

Where is the My Profile Drop-down Menu?

My Profile is located toward the top left of the toolbar.

Covisint Connection and Administration
|

Home : g Profile : SieOsganicdauoen : seurch

View my Service Packages

Edit my Profile

Change my Password

Fequest a Service Package

2. Scroll to the bottom of the screen to view the “user assigned roles” section.
If you have roles assigned, they will be listed here.

RESULT:

You have successfully viewed your user roles, if any are applicable.

Who are my Organization Security Administrators

Your organization Security Administrators are responsible for approving / rejecting
your requests to service packages and suspending your account, among other
things. They are also able to assist you with navigation and other questions.

1. Click My Organization drop down menu.
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Where is the My Organization drop-down menu?

Covisint Connection and Administration
.
Home : My Profile : My Orpanization

Organization Profile

MY Prﬂ'file: M'Elanie 'ﬂ, Wiew my Drganization Service Packages

Wiew my Organization Administrators

i

2.
3. Click View my organization administrators.

What if the Security Administrator is no longer valid? You can change
your administrator by submitting the Security Administrator Change form.

[RI=S19) Iy I

You have successfully viewed your Security Administrators.
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What is a Security Administrator?

The Security Administrator is responsible for the establishment and management of
your organization and its divisions, and serves as the main point of contact for your
organization. Security administrators also manage the organizations users and
access rights. Those with the Security Administrator role decide who gets to use the
portal, and what they get access to in the portal.

Managing Users

The checklist below is provided to help you get started managing your
organization's users as a Security Administrator. (Also view the checklist for
managing your organization.)

Tasks are listed in the order in which they are typically performed.
(This is not a comprehensive list of everything you can do... just a list to
help get you started with in your new role.)

SECURITY ADMINISTRATOR - MANAGING USERS

-
u
m
-
-
u
m
-
-

Invite users to register for access to the portal
Approve pending new user access requests

Approve pending service package requests from users
Search for users in your Organization

Grant a service package to a user

Modify a user’'s role

Suspend a user's account

Specify a user's password

Edit a user's profile

33



HC_CCA

Managing Your Organization's Users

Invite User to Register for Access to the Portal

1. Click Invite Users from the Administration -> Invite drop-down menu.

Where is the Administration / Invite drop-down menu?

: Administration : Reports :
Pending requests

Home : My Profile : My Organization = :"Scurc

view service p_a_ck_a‘gﬁ far ovisint

Invite Uzers

2. Key in the email address for each recipient you wish to invite, separated by
semi-colon (;)

3. Click send invitation.
4. Click OK.

e The system does not validate the accuracy of the email
addresses that you key in. If an email invitation cannot
be delivered for any reason, you will not be notified of this
failure.

e A good rule of thumb is that you do not modify the text of
the email invitation, as editing the actual invitation URL
within the subject text could break the link.

RESULT:

You have successfully invited a user to register for portal access.

What happens next?

e User will receive the invitation via email, and complete the steps for
registration.

e You will receive an email regarding the user's pending request after the
user submits the registration request.

e Approve the user request
e Optionally, grant service packages
e Optionally, modify user roles

Approve Pending New User Request
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1. Click User Requests from the Administration -> Pending requests drop-down
menu.

2. Click to view details of request.

3. Enable the ‘approve’ radio button.

4. Click submit decision.

5. Click OK.
If your organization also uses the IDcipher™ card in addition to a
user name and password for authentication, then the system will
automatically generate and email an IDcipher™ card to the user
upon your new user request approval.

RESULT:

You have successfully approved a pending account request. The user will
receive an email notification regarding this approval, along with an IDcipher™
card, if applicable.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

Approve User’'s Pending Service Package Request

w

No ok

Click User Requests from the Administration -> Pending requests drop-
down menu.

Where is the Administration / Pending requests drop-down menu?

: Administration : Reports :
Pending requests

Home : My Profile : My Organization = :"Scurc

view service p_zEk_q‘gﬁ far ovisint

Invite Uzers

Click the User Service Package tab.

Click to view details of request.
Enable the ‘approve’ radio button.
Click submit decision.

Click OK.

RESULT:

You have successfully approved a user's service package request.
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Edit a User's Profile

Perform a user search.

From the search results, click on the name of the user.
Click edit user profile.

Modify the profile as necessary.

Click Save changes.

RESULT:

You have successfully edited a user's profile.

ahwnPE

Create a New IDcipherTM Card for User

This task is only performed by Security Administrators that are
responsible for users that require an IDcipher™ card.

1. Perform a user search.
From the search results, click on the name of the user.

3. Click Create a New IDcipher™ Card for User. The user's security question
and answer set is displayed.

4. Validate the user’s identity via the security questions. The screen refreshes,
and a new IDcipher™ card is sent to the user.

N

RESULT:
You have successfully created a new IDcipherTM card for a user.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

Grant Service Package to User

Perform a user search.

From the search results, click on the name of the user.

Click add service package.

Enable the checkbox of each service package you wish to grant to this user.
Click add checked...

ok wnNPRE
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6. Click continue.
7. Click submit.

@ Some service packages are not grantable.

RESULT:

You have successfully granted a service package to a user.

Modify a User’s Role

Please review the details when on assigning the Health Exchange Role
Manager in the topic Managing the Health Exchange Role Manager
role.

Perform a user search.

From the search results, click on the name of the user.

Click modify roles.

Enable the checkbox of each role you wish to grant to the user.
Click submit.

Click OK.

o0 s BDNRE

RESULT:
You have successfully modified a user's role.

Move a User

In order to move a user, you must be the administrator at or above the current
and target organizations / practices involved in the move.

37



HC_CCA

o0 s wDNRE

Perform a user search.

From the search results, click on the name of the user.
Click move user.

Enable the radio button of the target for this user.
Click continue.

Click OK.

@

When you move a user, all service packages to which the user currently has
access will be transferred to the new organization / division. When making such
a move the target organization will automatically receive access to the service
package.

RESULT:

You have successfully moved a user.

Suspend a Service Package from User

o hwN

Search and select the name of the user for whom you wish to suspend a
service package.

Click on the name of the service package.
Click suspend.

Key in the suspension reason.

Click yes, proceed with suspension.

RESULT:

You have successfully suspended a service package. You are also able to
permanently remove the service package, or to unsuspend it.

Unsuspend a User’s Service Package

38
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Perform a user search.

From the search results, click on the name of the user.

Click on the name of the service package you wish to unsuspend.
Click unsuspend.
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5. Key in the reason for activating the service package for this user in the open

6.

text box.
Click yes, activate service package..

RESULT:

You have successfully unsuspended a user's service package.

Permanently Remove a User Account

ahrwDd

Perform a user search. The user must be Suspended before the user can be
permanently removed. Follow the steps in the section Suspend a User's
Account if you have not already done so.

From the search results, click on the name of the user.

Click permanently remove user.

Key in the reason for removing the user account in the open text box.
Click yes, permanently remove user.

@ Once a user is permanently removed, that user can not be

reactivated, and the user's id can never be reused.

RESULT:
You have successfully permanently removed a user account.

Reject Pending New User Account Requests

Click User Requests from the Administration -> Pending requests drop-
down menu.

Where is the Administration / Pending requests drop-down menu?

: Administration : Reports :
Pending requests

Home : My Profile : My Organization = :"Scurc

Invite Uzers

view service p_a_ck_a‘gﬁ far ovisint
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N oA

Click to view details of request.

Enable the ‘reject’ radio button.

Key in the rejection reason in the open text box.
Click submit decision.

Click OK.

When you reject a new user request, all service package requests for that
user are automatically rejected.

RESULT:

You have successfully rejected a pending request for a new user account. The
user is notified via email of this decision.

Reject User’'s Pending Service Package Request

40

w N

Click User Requests from the Administration -> Pending requests drop-
down menu.

N O A

Where is the Administration /7 Pending requests drop-down menu?

: Administration ! Reports :

Pending requests

Home : My Profile ! My Organization = Scu'c

view service p_a_ck_a'gﬁ far ovisint

Invite Users

Click the User Service Package tab.

Click to view details of request.

Key in the rejection reason in the open text box.
Enable the ‘reject’ radio button.

Click submit decision.

Click OK.

RESULT:

You have successfully rejected a user's request for service package(s).
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Permanently Remove Service Package from User

A Service Package must be suspended before it can be permanently removed from a

user.

NoOoALWNR

Perform a user search.

From the search results, click on the name of the user.

Click view service packages tab.

Click on the name of the service package you wish to remove.
Click permanently remove service package.

Key in the reason for removing package.

Click continue. The package is removed.

RESULT:

You have successfully removed a service package from a user.

Reset a User's Password

®NO O RONR

Perform a user search.

From the search results, click on the name of the user.

Click reset user password.

Validate the user’s identity via the security questions.

Click reset password.

Read first half of password to user.

Instruct user to obtain second half of password from his/her email account.

Inform user that after signing on with this newly created, temporary
password, the user will be prompted / required to change the password.

RESULT:

You have successfully reset a user's password.

Search for Users in My Organization

1. From the Search drop-down menu, click Search for Users in my

Organization.
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Where is the Search drop-down menu?

My Dwrganizat

fia Administratia Sasech for Uzare acronn tha [xchangs
Samarch for Dwsizicnn in mey Orguenication’s Harsechy
- LI e S—

2. Select search criteria.
3. Click Search.

RESULT:
You have successfully searched for users in your organization

Specify a User’'s Password

Perform a user search.

From the search results, click on the name of the user.

Click specify user password.

Validate the user’s identity via the security questions.

In the first New Password open text field, key in a new password for this user.
In the second New Password open text field, key in the password again.

State the password to the user.

Click Submit Password Change. Inform user he/she will be forced to
change this temporary password upon the next login.

® N ORODNR

RESULT:

You have successfully specified a user's password.

Suspend a User’s Account

1. Perform a user search.
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From the search results, click on the name of the user.

Click suspend user.

Key in the reason for suspending the account in the open text box.
Click yes, suspend user.

RESULT:

You have successfully suspended a user's account.

ahrwb

Unsuspend a User’s Account

Perform a user search.

From the search results, click on the name of the user.

Click unsuspend user.

Key in the reason for activating the user account in the open text box.

ok wnNPRE

Click yes, activate user.

RESULT:

You have successfully unsuspended a user's account.

View My Organization's Users

1. From the My Organization drop-down menu, click View My Organization

Users.

Where is the My Organization drop-down menu?

w COrganization Profile

Home : My Profile : My Organization : Search @ Administration @ Repo

CG‘H’iSint Cﬂnnectiﬂn View rny Organization Service Packages

View ry Organization Hierarchy

h COMMON ADMIM Wiew my Crganization Users

. Request a Service Package for my Organization
Quick access to the m

View rny Organization Administrators

L EEE T Wigw My Crganization Options
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2. Optionally, click on a User Name to view details of that user profile.

RESULT:

You have successfully viewed a list of your organization's users.

Edit Your Organization Profile

1. Click view my organization profile from the My Organization drop-down
menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration : Repo
Vie w Drganization Profile

CO‘u’iSir‘lt Cﬂ'nnectiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h COMMON ADMIN Wiew my COrganization Users -

. Fequest a Service Package for my Crganization
Quick access to the m

View my Organization Adrministrators

Organization Wiew My Organization Options

2. Click edit organization profile.
3. Edit as desired.
4. Click submit changes.

RESULT:
You have successfully edited your organizational profile.

Permanently Remove a Suspended Service Package

not already done so, complete the steps for Suspending a Service Package from

@ A service package must first be suspended before being removed. If you have
Organization before proceeding with this task.
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1. Click view my organization service packages from the My Organization
drop-down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration : Repo

w Drganization Profile

Cﬂ,visint Cﬂnnﬁﬂtiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h COMMON ADMIN Wiew my COrganization Users -

. Fequest a Service Package for my Crganization
Quick access to the m

View my Organization Adrministrators

Organization

Wiew My Organization Options

2. Click on the name of the suspended service package.

3. Click permanently remove organization’s grant for service package.
4. Key in the reason for removing the service package in the open text box.
5. Click yes, proceed with removing.

RESULT:

You have successfully removed a service package from the organization.

Request a Sub-Package for Your Organization

1. Click Request a Service Package for my organization from the My
Organization drop-down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration : Repo
Vie w Drganization Profile

Cﬂ,visint Cﬂnnﬁﬂtiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h COMMON ADMIN Wiew my COrganization Users -

. Fequest a Service Package for my Crganization
Quick access to the m

View my Organization Adrministrators

Organization Wiew My Organization Options
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2. Click request sub package next to the desired package.

3. Click request. This request for sub- package is submitted to the approving
administrator.

RESULT:

You have successfully requested a sub-package for your organization.

Request Service Package for your Organization

1. Click Request a Service Package for my organization from the My
Organization drop-down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration : Repo

w Drganization Profile

Cﬂ,visint Cﬂnnﬁﬂtiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h COMMON ADMIN Wiew my COrganization Users -

. Fequest a Service Package for my Crganization
Quick access to the m

View my Organization Adrministrators

Organization Wiew My Organization Options

2. Click request next to the desired package.
3. Key in the reason for request in the open text box.

4. Click continue. This request for service packages is submitted to the
approving administrator.

RESULT:

You have successfully requested a service package for your organization.

Suspend a Package from Organization

Suspending a service package from your organization is not easily undone.
Once you suspend your organization’s access to a service package, it can only
be reinstated by contacting Covisint. You may prefer to suspend the service
package from individual users in your organization. In so doing, you remain in
control of access to the service package, and can easily ‘un-suspend’ a user’s
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access to a service package.

1. Click View my organization service packages from the My Organization
drop-down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

Vie w COrganization Profile

Cﬂ‘u’iﬁint Cﬂnnectiﬂn View rny Organization Service Packages

View ry Organization Hierarchy

h COMMON ADMIM Wiew my Crganization Users -

. Request a Service Package for my Organization
Quick access to the m

View rny Organization Administrators

L EEE T Wigw My Crganization Options

2. Click on the name of the service package.
3. Click suspend.

4. Key in the suspension reason.

5. Click yes, proceed with suspension.

Suspending a Service Package from your organization locks all users out of that
package during the time of suspension.

RESULT:
You have successfully suspended a service package.

View Organization Administrators

1. Click View my Organization Profile from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?
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Home : My Profile : My Organization : Search @ Administration @ Repo

v Organization Profile

Cﬂ"‘u"iﬁint Cﬂnn'&ﬂtiﬂn View riy Organization Service Packages

View rny Organization Hierarchy

h COMMON ADMIN Wiew my Organization Users -

. Request a Service Package for my Organization
Quick access to the

View riy Organization Adrinistrators

LG E L 0 Wiew My Qrganization Options

2. Click the view administrator tab. All administrators in the organization are
displayed.

RESULT:

You have successfully viewed all administrators in your organization.

View Organization Hierarchy (within CCA)

1. Click View my Organization Profile from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

v Organization Profile

Cﬂ"‘u"iﬁint Cﬂnn'&ﬂtiﬂn View riy Organization Service Packages

View rny Organization Hierarchy

h COMMON ADMIN Wiew my Organization Users -

. Request a Service Package for my Organization
Quick access to the

View riy Organization Adrinistrators

Organization

Wiew My Qrganization Options

2. Click the view hierarchy tab. (To view an organization, click on its name
within the tree).

RESULT:

You have successfully viewed your organization's hierarchy.
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View Organization Service Packages

1. Click View my Organization Profile from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

w COrganization Profile

CﬂViﬁint Cﬂnnectiﬂn View rny Organization Service Packages

View ry Organization Hierarchy

h.‘ COMMON ADMIM Wiew my Crganization Users -

. Request a Service Package for my Organization
Quick access to the m

View rny Organization Administrators

L EEE T Wigw My Crganization Options

2. Click the view service packages tab. From this screen, you are able to view
packages and sub packages to which your organization currently has access.

RESULT:

You have successfully viewed your organization's service packages.

View Organization Users

1. Click View my Organization Profile from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

Vie v Organization Profile

Cﬂ"‘u"iﬁint Cﬂnn'&ﬁtiﬂn View riy Organization Service Packages

View rny Organization Hierarchy

h‘ COMMON ADMIN Wiew my Organization Users -

. Request a Service Package for my Organization
Quick access to the

View riy Organization Adrinistrators

LG E L 0 Wiew My Qrganization Options

2. Click the view user tab. All users registered in the organization are
displayed.
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RESULT:

You have successfully viewed all users in your organization.

View Pending Organization Requests

1. Click view my organization profile from the My Organization drop-down

menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

Vie w COrganization Profile

Covisint Connection

View rny Organization Service Packages

View ry Organization Hierarchy

Wiew my Crganization Users -

k COMMON ADMIN

Quick access to the m

Request a Service Package for my Organization

View rny Organization Administrators

Organization

Wigw My Crganization Options

2. Click view pending requests.

RESULT:

You have successfully viewed your organization's pending requests.

Invite Division (aka Practice) to Register for Access to the

Portal

What is a Division?
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1. Click Invite Division from the Administration -> Invite drop-down
menu.

Where is the Invite Divisions drop-down menu?

Home : My Profile ! My Organization : Search ! Administration | Reports :

Pending requests

Invite

Rales and Services

Audits

3. Key in the email address for each division's recipient you wish to invite,
separated by semi-colon (;)

4. Click send invitation.
5. Click OK.

e The system does not validate the accuracy of the email
addresses that you key in. If an email invitation cannot
be delivered for any reason, you will not be notified of this
failure.

e A good rule of thumb is that you do not modify the text of
the email invitation, as editing the actual invitation URL
within the subject text could break the link.

RESULT:
You have successfully invited a division to register for portal access.

Invite Division (aka Practice) to Register for Access to the
Portal

What is a Division?
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1. Click Invite Division from the Administration -> Invite drop-down
menu.

Where is the Invite Divisions drop-down menu?

Home : My Profile ! My Organization : Search ! Administration | Reports :

Pending requests

Inuite

Roles and Services

Audits

Key in the email address for each division's recipient you wish to invite,
separated by semi-colon (;)

4. Click send invitation.
5. Click OK.

e The system does not validate the accuracy of the email
addresses that you key in. If an email invitation cannot
be delivered for any reason, you will not be notified of this
failure.

e A good rule of thumb is that you do not modify the text of
the email invitation, as editing the actual invitation URL
within the subject text could break the link.

RESULT:
You have successfully invited a division to register for portal access.

Approve Practice’s Service Package Request

1. Click Organization Requests from the Administration -> Pending
requests drop-down menu.
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Where is the Administration / Pending
Requests drop-down menu?

Covisint Connection and Administration
=&,

Home | My Profile ! My Organization : Search .. Administration | Reports @

= ‘h User Requests
My Profile: Melanie Abston Tl i Requests

Roles and Services H

Budit
[ My profile options e |

Requests aoss the Exchangs

Click next to the practice name.

Enable the ‘approve’ radio button next to the selected service package.
Click submit decision.

Click OK.

RESULT:

You have successfully approved a practice's service package request.

Edit Practice Profile

ahrwN

Click Search for practices in my hierarchy from the Search drop-down
menu.

Where is the Search drop-down menu?

My Oroanizsi '-_Elrl h Administrati on Reporiy B
dasech for Unare in my CorganizeSion Mulanie Abgton = Covipint
ma Administratia 5= arch for Unars acronn the [achangs
| g T T T e e T r——
rrerrer N e s s e e ——

From the search results, click on the practice name.
Click edit organization profile.

Edit as necessary.

Click save changes.

RESULT:

You have successfully edited the profile of a practice.
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Remove Service Packages from Practice

1. Click Search for divisions in my organization hierarchy from the Search
drop-down menu.

Search for the practice from which you wish to remove a package.
From the search results, click on the practice name.

Click view service packages tab.

Click on the name of the service package you wish to remove.
Click

Click add.

Click continue.

RESULT:

You have successfully granted service packages to a practice.

N O AN

Permanently Remove Service Package from a Practice

1. Click View my organization hierarchy from the Administration ->
Pending requests drop-down menu.

Where is the Administration /7 Pending
Requests drop-down menu?

Covisint Connection and Administration
=&,

Home | My Profile ! My Organization : Search .. Administration | Reports @

uests ‘h User Requests

My Profile: Melanie Abston Invite

Roles and Services H

Budit
My profile options e |

Requests

Requests aoss the Exchangs

From the search results, click on the practice name.

Click view service packages tab.

Click on the name of the service package you wish to remove.

Click permanently remove organization's grant for service package.
Key in the reason for removal in the open text box.

Click yes, proceed with removal.

©NOORODN
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Once a service package is permanently removed from a practice,
it can no longer be reinstated.

RESULT:

You have successfully removed a service package from a practice.

Reject Practice’s Service Package Request

1. Click Organization Requests from the Administration -> Pending
requests drop-down menu.

Where is the Administration / Pending
Requests drop-down menu?

Covisint Connection and Administration

. T

Home | My Profile ! My Organization : Search .. Administration | Reports @

= ‘h User Requests
My Profile: Melanie Abston Tl i Requests
Roles and Services i Requests across the Exchange
. . Audits »

[ My profile options [ —|
2.
3. Click next to the practice name.
4. Enable the ‘reject’ radio button next to the selected service package.
5. Key in the rejection reason in the open text box.
6. Click submit decision.
7. Click OK.

RESULT:

You have successfully rejected a practice's service package request.

Suspend a Service Package from a Practice

1. Click View my organization hierarchy from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?
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Home : My Profile : My Organization : Search @ Administration @ Repo

v Organization Profile

Cﬂ"‘u"iﬁint Cﬂnn'&ﬂtiﬂn View riy Organization Service Packages

View rny Organization Hierarchy

h COMMON ADMIN Wiew my Organization Users -

. Request a Service Package for my Organization
Quick access to the

View riy Organization Adrinistrators

LG E L 0 Wiew My Qrganization Options

2. From the search results, click on the practice name.
3. Click view service packages tab.
4. Click on the name of the service package you wish to suspend.
5. Click suspend.
Where is the Suspend link?
Covisint Content Management details for: QA2
The following shows all details about this service package that is currently granted to the organization. The status of the package can be
active or suspended.
A suspended package s unavailable to all users in the organization.
To suspend an active package, click on the suspend button. & suspended package may then be permanently removed.To Permanently
Rermove a suspended package, click on the Permanently Remove buttan, Mote that & permanent removal cannot be vndone,
+ view organization profile ' view organization service package
list
service package status
status M Active
6.

7. Key in the reason for suspension in the open text box.
8. Click yes, proceed with suspension.

RESULT:

You have successfully suspended a service package from a practice.

View Practice Administrators

1. Click View my Organization Profile from the My Organization drop-
down menu.
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Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

w COrganization Profile

Cﬂ"‘u"iﬁint Cﬂnn'&ﬂtiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h.‘ COMMON ADMIN Wiew iy Organization Users -

. Request a Service Package for my Organization
Quick access to the

View rmy Organization Administrators

Organization

Wiew My Crganization Options

2. Click the view hierarchy tab.
3. Click on the name of the practice.

4. Click view administrator tab. All administrators in the selected practice are
displayed.

RESULT:

You have successfully viewed practice administrators.

View Practice Grant History

1. Click View my organization hierarchy from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration : Repo

w Drganization Profile

Cﬂ,visint Cﬂnnﬁﬁtiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h COMMON ADMIN Wiew my COrganization Users -

. Fequest a Service Package for my Crganization
Quick access to the m

View my Organization Adrministrators

Organization Wiew My Organization Options

2. From the search results, click on the practice name.
3. Click view grant history.
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RESULT:

You have successfully viewed the grant history of a practice.

View Practice Hierarchy

1. Click view my organization hierarchy from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration : Repo

w Drganization Profile

Cﬂ,visint Cﬂnnﬁﬂtiﬂ'n View rmy Organization Service Packages

View rmy Organization Hierarchy

h COMMON ADMIN Wiew my COrganization Users -

. Fequest a Service Package for my Crganization
Quick access to the m

View my Organization Adrministrators

Organization

Wiew My Organization Options

2. Click on the name of the practice. The practice hierarchy is displayed.

RESULT:

You have successfully viewed the hierarchy of a practice.

View Practice Request History

1. Click View my organization hierarchy from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?
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Home : My Profile : My Organization : Search @ Administration @ Repo

v Organization Profile

Cﬂ"‘u"iﬁint Cﬂnn'&ﬂtiﬂn View riy Organization Service Packages

View rny Organization Hierarchy

h COMMON ADMIN Wiew my Organization Users -

. Request a Service Package for my Organization
Quick access to the

View riy Organization Adrinistrators

Organization

Wiew My Qrganization Options

2. From the search results, click on the practice name.
3. Click view request history.

RESULT:

You have successfully viewed the request history of a practice.

View Practice Service Packages

1. Click Search for practices in my hierarchy from the Search drop-down
menu.

Where is the Search drop-down menu?

My Owgamizat '-Elrl h Adminictrati on Reports

dasrch for Uars in mw Soganizafion Maleris Ahaien - Gavisina

ma Administratia Sesedt for Unars acronn the [achangs
Saarch for Dwizions i mey Organication's Marschy

S
---
-_-----_--———

2. From the search results, click on the practice name.
3. Click view service packages tab.

RESULT:

You have successfully viewed service packages of a practice.
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View Users in a Practice

1. Click View my Organization Profile from the My Organization drop-
down menu.

Where is the My Organization drop-down menu?

Home : My Profile : My Organization : Search @ Administration @ Repo

w COrganization Profile

Cﬂ‘u’iﬁint Cﬂnnectiﬂn View rny Organization Service Packages

View ry Organization Hierarchy

h COMMON ADMIM Wiew my Crganization Users -

. Request a Service Package for my Organization
Quick access to the m

View rny Organization Administrators

L EEE T Wigw My Crganization Options

2. Click the view hierarchy tab.
3. Click on the name of the practice.

4. Click view user tab. All users registered in the selected practice are
displayed.

RESULT:

You have successfully viewed all users in a practice.
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Invite User to Register for Access to the Portal

1. Click Invite Users from the Administration -> Invite drop-down menu.

Where is the Administration / Invite drop-down menu?

: Administration ! Reports :

Pending requests

Home : My Profile ! My Organization = Scu'c

Invite Users

view service pﬁ:kaggﬁ far ovisint

2. Key in the email address for each recipient you wish to invite, separated by
semi-colon (;)

3. Click send invitation.
4. Click OK.

e The system does not validate the accuracy of the email
addresses that you key in. If an email invitation cannot
be delivered for any reason, you will not be notified of this
failure.

e A good rule of thumb is that you do not modify the text of
the email invitation, as editing the actual invitation URL
within the subject text could break the link.

RESULT:
You have successfully invited a user to register for portal access.

What happens next?

e User will receive the invitation via email, and complete the steps for
registration.

e You will receive an email regarding the user's pending request after the
user submits the registration request.

e Approve the user request
e Optionally, grant service packages
e Optionally, modify user roles
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Approve Pending New User Request

1. Click User Requests from the Administration -> Pending requests drop-down
menu.

2. Click to view details of request.

3. Enable the ‘approve’ radio button.

4. Click submit decision.

5. Click OK.
If your organization also uses the IDcipher™ card in addition to a
user name and password for authentication, then the system will
automatically generate and email an IDcipher™ card to the user
upon your new user request approval.

RESULT:

You have successfully approved a pending account request. The user will
receive an email naotification regarding this approval, along with an IDcipher™
card, if applicable.

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

Reject Pending New User Account Requests

62

N

Click User Requests from the Administration -> Pending requests drop-
down menu.

No o k®

Where is the Administration /7 Pending requests drop-down menu?

: Administration ! Reports :

Pending requests

Home : My Profile ! My Organization = Scu'c

view service p_en_clﬂgﬁ far*®ovisint

Invite Users

Click to view details of request.

Enable the ‘reject’ radio button.

Key in the rejection reason in the open text box.
Click submit decision.

Click OK.



Division (aka Practice) Administrators

When you reject a new user request, all service package requests for that
user are automatically rejected.

RESULT:

You have successfully rejected a pending request for a new user account. The
user is notified via email of this decision.

Approve User’'s Pending Service Package Request

W N

N o ok

Click User Requests from the Administration -> Pending requests drop-
down menu.

Where is the Administration /7 Pending requests drop-down menu?

: Administration ! Reports :

Pending requests

Home : My Profile ! My Organization = Scu'c

view service p_a_clﬁ‘gﬁ far ovisint

Invite Users

Click the User Service Package tab.

Click to view details of request.
Enable the ‘approve’ radio button.
Click submit decision.

Click OK.

RESULT:

You have successfully approved a user's service package request.

Reject User’'s Pending Service Package Request

1.

Click User Requests from the Administration -> Pending requests drop-
down menu.

Where is the Administration / Pending requests drop-down menu?
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w N

N O A

Home : My Profile : My Organization = Scurc i Administration @ Reports :

Pending requests

view service p_sz_eln‘gﬁ far ovisint

Invite Uzers

Click the User Service Package tab.

Click to view details of request.

Key in the rejection reason in the open text box.
Enable the ‘reject’ radio button.

Click submit decision.

Click OK.

RESULT:

You have successfully rejected a user's request for service package(s).

Search for Users in My Organization

64

2.
3.

From the Search drop-down menu, click Search for Users in my
Organization.

Where is the Search drop-down menu?

My Owgamizat '-Elrl h Adminictrati on Reports
damarch for LRErE 8N MY LOrGENZeTION

fa Administratia Se=set far Unare acronr tha [uchangs
Samarch for Desizicenn inomey Orguenication’s Harschy

rPOTTERANTIEEE <our o Crncatons o e e ——

Malanie Abiton « Cowpind

0 by
‘--

Select search criteria.
Click Search.

RESULT:

You have successfully searched for users in your organization
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Grant Service Package to User

NoOoAWDR

Perform a user search.

From the search results, click on the name of the user.

Click add service package.

Enable the checkbox of each service package you wish to grant to this user.
Click add checked...

Click continue.

Click submit.

@ Some service packages are not grantable.

RESULT:

You have successfully granted a service package to a user.

Suspend a Service Package from User

ok wN

Search and select the name of the user for whom you wish to suspend a
service package.

Click on the name of the service package.
Click suspend.

Key in the suspension reason.

Click yes, proceed with suspension.

RESULT:

You have successfully suspended a service package. You are also able to
permanently remove the service package, or to unsuspend it.

Unsuspend a User’s Service Package

1.
2.
3.

Perform a user search.
From the search results, click on the name of the user.
Click on the name of the service package you wish to unsuspend.
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4. Click unsuspend.

5. Key in the reason for activating the service package for this user in the open
text box.

6. Click yes, activate service package..

RESULT:

You have successfully unsuspended a user's service package.

Permanently Remove Service Package from User

A Service Package must be suspended before it can be permanently removed from a
user.

Perform a user search.

From the search results, click on the name of the user.

Click view service packages tab.

Click on the name of the service package you wish to remove.
Click permanently remove service package.

Key in the reason for removing package.

Click continue. The package is removed.

NoOoALNR

RESULT:
You have successfully removed a service package from a user.

Modify a User’s Role

Manager in the topic Managing the Health Exchange Role Manager
role.

@ Please review the details when on assigning the Health Exchange Role

1. Perform a user search.
2. From the search results, click on the name of the user.
3. Click modify roles.

66



4.
5.
6.

Division (aka Practice) Administrators

Enable the checkbox of each role you wish to grant to the user.
Click submit.
Click OK.

RESULT:

You have successfully modified a user's role.

Edit a User's Profile

ahwnNPe

Perform a user search.

From the search results, click on the name of the user.
Click edit user profile.

Modify the profile as necessary.

Click Save changes.

RESULT:

You have successfully edited a user's profile.

Edit Practice Profile

ok wN

Click Search for practices in my hierarchy from the Search drop-down
menu.

Where is the Search drop-down menu?

My Dwrganizat '-_i.l h Administrati on Reporis ¥
daarch for Usars in my Soganizsion Malanie Abgton < Covipind
m ‘v’dmil‘ﬂ’hﬂﬂ Saarch for Unars acroar tha [achangs

| Sasech for Dwizione s my Orgercicstion'n Warsrchy

e e o s e e —

= oy
o oy
2 oy
--_----_-————

From the search results, click on the practice name.
Click edit organization profile.

Edit as necessary.

Click save changes.
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RESULT:

You have successfully edited the profile of a practice.

Suspend a User’s Account

Perform a user search.

From the search results, click on the name of the user.

Click suspend user.

Key in the reason for suspending the account in the open text box.
Click yes, suspend user.

RESULT:

You have successfully suspended a user's account.

o hwDhPRE

Unsuspend a User’s Account

Perform a user search.

From the search results, click on the name of the user.

Click unsuspend user.

Key in the reason for activating the user account in the open text box.
Click yes, activate user.

ahwnNPE

RESULT:

You have successfully unsuspended a user's account.

Permanently Remove a User Account

1. Perform a user search. The user must be Suspended before the user can be
permanently removed. Follow the steps in the section Suspend a User's
Account if you have not already done so.
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From the search results, click on the name of the user.
Click permanently remove user.
Key in the reason for removing the user account in the open text box.

o ko

Click yes, permanently remove user.

Once a user is permanently removed, that user can not be
reactivated, and the user's id can never be reused.

RESULT:

You have successfully permanently removed a user account.
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Approving NPI Code Requests Received from a Practice in
My Organization

1. Click Organization Requests from the Administration -> Pending
requests drop-down menu.

Where is the Administration -> Pending requests drop-down menu?

Covisint Connection and Administration
L.\ ___________________________________— |

Home : My Profile : My Organization : Search . Administrati

Pending re s ‘h Voo Rouads

My Profile: Melanie Abston il i Crganization Requests
Rellzs emd BeriEas M Organization Requests across the Excl
Audits }I

l My profile options

2. Click Site codes tab.

3. Click (the view request icon).
4. Enable the approve radio button.
5. Click submit decision.

6. Click OK.

RESULT:

You have successfully approved an NPI Code request from a practice.

Approving NPI Code Requests Received from My Users

1. Click User Requests from the Administration -> Pending requests drop-
down menu.

Where is the Administration -> Pending requests drop-down menu?
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Covisint Connection and Administration
. " "

Home : My Profile : My Organization : Search . Administration : Reports :

FPending requests h User Roauess
My Prﬂﬁle: Melanie Abstﬂn iz G Drganization Requests
Relles anel Series G Organization Requests across the Exdl
. . Audits DI
My profile options

2. Click User Site codes tab.

3. Click (the view request icon).
4. Enable the approve radio button.
5. Click submit decision.

6. Click OK.

RESULT:

You have successfully approved an NPI Code request from a user.

How do | Request Access to an NPI Code?

As a user, request access to an NPI code by following the steps for Requesting
Service Packages.

As a practice, request access to an NPI code for your practice by following the steps
in Requesting Service Package for your Organization

@ Remember, you must have access to HAP in order to view NPI
codes. If you have already been approved for HAP, simply request the
NPI codes. If you are not yet approved for HAP, request the HAP
service package when you request NPI code access.

| am an Administrator, and | need to Grant NPI Codes to
Practices/Users Within My Organization. How Do | Do That?

NPI codes cannot be auto-granted to practices/users within your organization.



Managing NPl Codes

The practice/user must request the NPI code, and you can then approve that
practice/user request. Remember, your practices/users must also have access
to HAP in order to view NP1 codes. If the practice/user has not yet been
approved for HAP, grant the HAP service package when you approve the NPI code
access.

My NPI Code Access Request was Approved, but | Still
Cannot Log in to HAP

In order to view your approved NPI codes in HAP, you must also be approved for
HAP. Request access to HAP by following the steps for "Requesting Service
Packages”.
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REPORTS - SECURITY ADMIN

Security Administrator Reports

If your role is that of Service Administrator, proceed to Service
Administrator Reports

User Summary

The User Summary report allows you to gain at-a-glance information regarding the
number of users in your organization and the corresponding status. The report will
display the number of pending, rejected, active, suspended and removed users.

User Service Summary

The User Service Summary report allows you to gather information about the
numbers and identities of users who have been granted various service packages.
You can limit your search to your own organization, or you can broaden it to include
all users above or below your organization in your company’s hierarchy. You can
select a service package to narrow your results to all users with a specific service
package or you can search for all users with all service packages. The report
displays the User ID, Last Name, First Name, Email Address and Company/Division
name of all users who meet the report criteria.

Service Summary

The Service Summary report allows you to gather information about the numbers
and identities of users who have been granted various service packages.

Security Administrator

The Security Administrator reports offer three outcomes, including a user report, a
service package grant report, and a user portal access by site code report. These
reports allow you to gather information about the numbers and identities of users
who have been granted various service packages.

Quarterly User Audits

A quarterly audit reminder will be emailed to all Security Administrators reminding
them to perform the necessary audit activities. You can view your audit history on
the Quarterly User Grant Audit page. The audit history records the date, the type of
audit, and the auditor’s ID for past audits.

Annual User Audits

An annual User Grant audit reminder will be emailed to all Security Administrators
reminding them to perform the User Grant audit. You can view your audit history on
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the Annual User Grant Audit page. The audit history records the date, the type of
audit, and the auditor’s ID for past audits.

Generate a Service Summary Report

1. Click Service Summary from the Reports drop down menu. The
Service Summary screen is displayed.
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2.

View the number of users by service package type. For example,

in the Covisint organization, you see that there are 41 users of
Content Management, 10 users of Covisint Content management,

3

1 users of Covisint Teamroom, etc.

If desired, click on the number in the column of the Service

Package to view additional details. (This example users the

n

umber “10” in the Covisint Content Management column). The

Details Summary screen is displayed in a separate window.

Home

My Profile My Organizotion Search Administration Reparis

W Shuw e

awwica Aderiy abiten - Cowiiing
User Service Package Summary

"x::'rhr wrmadiste srgariration only
Dinclude all organizabans belon
Cincluda ol organizations sbove snd belom

select a service package | = Coagint Contest Managemant
initiste report  subeit

include orgamization aplions

users registerad in

* Covisint
* iy Emediate SAGANTANGN ohly
* fitered by Covisint Content Management

FO0T.00.07 L14T:40 EST
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CHCIHNIGE CHTHRICP CHIHRGOP exchopicavisint.com T
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4. From this view, you are able to view all users in your immediate
organization that are able to access this service package. (This is
essentially the same output as the user service package grant
report).

a. If you wish to filter the results to view only users in
organizations ‘below’ yours in the hierarchy, enable the
radio button next to ‘include all organizations below’.

b. If you wish to filter the results to view all organizations
above and below yours in the hierarchy, enable the radio
button next to ‘include all organizations above and below’.

c. Optionally, you may select a different service package
from the dropdown menu.

d. Click Submit. The screen refreshes and results are
displayed.

RESULT:

You have successfully generated a service summary report.

Generate a User Report

1. Click Security Administrator Reports from the Reports drop-down
menu.

Where is the Reports drop-down menu?

Cisvtiinall Ciwarn o Jrdl Ack

Covisint Connection andAdministratio

Qumch: coecid b3t gl Caterean

(i J Ty
- Wiem my Dvasnirstion Wreics I‘.u.u + Raerity ddminsbrator Bassrs . 8 = (1Y

i
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2. Click User Reports. The User Reports screen is displayed.
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Home My Profile | My Organdzation Search | Administration | Reports I Shesew sidde v
Swousby Admin Abrton = Cavirnt

security administrater reports
irser repart | user service package grants [ user partal access by site codp

This repcet will help you manage all ysers in your immedsabe crgancation or below, The regort can be sorted by Last name or by User 10 After runnng the report,
vou =il have the ophion o download  into Excel,

Selact your craris st chek ol 18 ganarats the repest.

& my immedigte arganazation only

inclede orgamizatian eptisns
Chinchude all organizations belos
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sertby
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{2 shom as HTHL
results

Chahow ag & cov Sle

initiate report  subsd

FOOT B Campywain Chepivation Al fighas Fagerand

3. Configure the filters for the report enabling the appropriate radio button for
each required field, including:

a. Organization options — (determines where in the hierarchy you wish to
obtain information, for your immediate organization only, or all
organizations below yours)

b. Sort by — (determines how you want the report sorted, by user last
name, or user id)

c. Results — (determines how you wish to view the generated report)
4. Click Submit.

RESULT:

You have successfully generated a user report.

Generate a User Service Package Grant Report

1. Click Security Administrator Reports from the Reports drop-down
menu.

Where is the Reports drop-down menu?

Ciridrall Ciwarei e il Ackwarniration

sy Prefile | My Orgasizeiien | Sesrch | Admisisinsian

Covising Connaction andAdministratio r’lmb 3
Comch acoel bo the -mhmnm? tasks i CCA
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2. Click user service package grants. The User Service Package Grants
Reports screen is displayed.

security administrater reports

user repart | user service package granis | user portal access by site code

This repart will Balp you Mahage e dervede packagad granted b5 the ulant i poor @mmadate organizahon or Below. Salect the derace package add dick julbemi
to display &l wsers who Mave & Qrant to thet package. Aftar runfers) the repor, you wil hawe the sption bo downioad it inta Excel,

Select your critens and click “submit’ to generate the report.

Repart Criteria

& my immedists organization ey

include organization options
Clinehate all prganug st Balaw

“select @ service package | Coaaint Teameoom -

- () ghom &5 HTHL
resulis
O shom &5 & osv Fle

initiate report  dubed '

3. Configure the filters for the report by selected an option for each required
field, including:

a. Organization options — (determines where in the hierarchy you wish to
obtain information, for your immediate organization only, or all
organizations below yours)

b. Select a service package — (from the drop down list, click the service
package for which you wish this report to generate)

c. Results — (determines how you wish to view the generated report)
4. Click Submit.

RESULT:

You have successfully generated a user service package grant report.

Generate a User Service Summary Report

79



HC_CCA

If you wish to... Then...

view ohly users in your 1. Click Repeorts. The Report Options screen is displayed.

immediate erganization, 2. Click User Service Summary. The User Service Package
Summary screen is displayed.

3. Enahle the radio button next to 'include all organizations
bl

4 Select the service package for which you wish to view users
fram the dropdawn menu.

2. Click submit. The screen refreshes and results are displayed.

view only users in 1.  Click Repeorts. The Report Options screen is displayed.
organizations ‘below’ 2. Click User Service Summary. The Lser Service Package
yours in the hierarchy, Summary screen is displayed.
3. Enable the radio button next to ‘include all organizations
below'.

4. Select the service package for which you wish to view users
from the dropdawn menu.
8. Click submit. The screen refreshes and results are displayed.

view only users in 1. Click Reports. The Repart Options screen is displayed.

organizations ‘above and | 2. Click User Service Summary. The User Service Package

below’ yours in the Summary screen is displayed.

hierarchy, 3. Enahble the radio button next to ‘include all arganizations above
and below’'.

4. Selectthe service package for which yvou wish fo view users
fram the dropdown menu.
8. Click submit. The screen refreshes and results are displayed.

RESULT:

You have successfully generated a user service summary report.

Generate a User Summary Report

1. Click User Summary from the Reports drop-down menu. The User
Summary screen is displayed as an html report for your organization.

Where is the Reports drop-down menu?

Comrsirstl Cowarne ol Ackesnsiration

i
o7
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2. View the number of users by status type.

3. If desired, click on the name of a division in the organization by clicking on
the division name. The profile screen is displayed in a separate window.

4. If you wish to view this report as a .csv file, click show as .csv file in the
upper left corner of the screen. An open file dialog box is displayed.

5. ldentify if you wish to open the file or save the file to disk by clicking the
appropriate radio button.

6. Click OK.

RESULT:

You have successfully generated a user summary report.

Perform Annual User Audits

1. From the Administration menu, click Audits.

Where is the Administration drop-down menu?

Home : My Profile ! My Organization @ Search @ Administration : Reports

Panding requests

Covisint Connection and Administration for: Mel Invite

Rales and Services

Audit Users Grants
Quick access to the most cormmon admin tasks in CCA, Audit Users

2. Click Annual User Audits from the Audits drop down menu. The Annual User
Audit screen is displayed.

3. Click on one service package name to view a list of users in your
organizations that have access to the service.

Home Sy Prodile ky Organlpation Learch Admilnistration Reparty

Tashrdty Aalreas At Uik - Sawiverd

Annual User Grant Audit {Covisinth

Crearterly Uier Aedd Anagal Urer Audit
Package/Subpackage: One Stop Shop Peral (DEMO)

Flesse revabm th Durmrenk 4oytud of ol inve s Duspraid widid o i Conced orgariaben, The gad of the Uier Ao o 1o waledahs the on ysars 34 Membesy
of Tour comgany dnd B rederd rour domidlelien of Hha v esdatien groden

Vit L of 1 pages [l v all deveabars

Brganizabien neme uREr RamE dere grantedfupdated Last Adiess Dals s sarnkly remowe (7]
L ]
Carwrira Jana Bin B G AT EDT TR AR AT BDT B
Cowignd [ - 2004 04 27 BDT 3006 0637 BDT
Cowrand To absitrp At S00T QT % BFT FUAT QT 0% BET
contwue lo el dlep | e
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4. Optionally, you can click the show all divisions checkbox to conduct the audit
for all organizations at or below your organization in your organization’s
hierarchy.

5. Enable the checkbox of each service you wish to permanently remove from
the targeted user.

6. Click continue to next step.

N

Repeat steps 4 — 7 to verify the grants for each additional service package.
8. Perform one of the following:

a. Click confirm and log audit completion if you have finished your
audit.

b. Click audit another package if you need to audit users in an
additional service package

c. Click 1 will log my compliance later if you are not finished and wish
to save your audit at this point and finish the audit at a later time.

RESULT:

You have successfully performed an annual user audit.

Perform Quarterly User Audits

82

1. From the Administration menu, click Audits.

Where is the Administration drop-down menu?

Home : My Profile ! My Organization { Search ! Administration : Reports :
Panding requests

Covisint Connection and Administration for: Mel_ Invite

Roles and Services

0 O™ AD RATOR £ 0 Audit Users Grants

Quick access to the most common admin tasks in CCA, Audit Users

2. Click Quarterly User Reports from the Audits drop down menu. The User
Audit screen is displayed.

3. Review the list of all users in the organization that is displayed. (Note:
Enabling the include all divisions check box will enable you to audit all
organizations at your level or below on your company’s hierarchy tree).
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Hame My Prafile | My Organization

Bty Admin sbites - Caveisnt
User Audit: Quarterty User Audit {Covisint)

Guarterly User Andit F .Anmul IJl.lI' ﬁ-dﬁ:

Plesre revetw the cwrent status of all schve and sutperded users in your Covsint organzaten, The goal of the Urer Audd is to vabdabe these users as members
of pour cernpany ahd 1 recard your cempleton of thes valdatasn process .

Belos is & bt of aotve and surperdded wrers. Review the kst and enale any stabus changes a3 necessary. Chol “ooniewse” when you are Felibed revieweg this
page.

Chd on the User Repert bk fo reveew/priek a fall user report

ALDIT HISTORY

b Printable Yersion

004 00 09 EST Guartarly Uied Auda
04000 EST Areiasl User Audd
o0 0L S EST Areazyl User Audd

URER ALIDIT

Weswnng 1 of 16 pages l:lndud- ol divisiong
erganizatian name WEET DT Last lagin date suspend @ permanently remove @
Carvigint Partmer Assist (read-ondy) Mot Avasabls =]

Cavinin JdoelZid Mot Avaslabile O

Cavvigint johndosd12 Nea Avadlsbie O

4. Enable the checkbox in the Suspend or Permanently Remove column of each
user on the list as necessary. (Note: A user must be ‘suspended’ before the
user can be ‘permanently removed’).

5. Key in the reason for suspension or permanent removal in the open text box.
(Note: A default suspension/permanent removal reason will auto-populate).

6. Optionally, enable the checkbox if you choose to send an email to the user(s)
notifying them of the change in their account status.

7. After you have examined each page of the audit, confirm the audit and log
completion on the last screen by clicking confirm and log audit
completion.

RESULT:

You have successfully performed quarterly user audits.
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Service Administrator Reports

If your role is that of Security Administrator, proceed to Security
Administrator Reports

Summary Report

The Summary report allows you to gather information about the numbers and
identities of users who have been granted various service packages. You can select a
service package to narrow your results to all users with a specific service package or
you can search for all users with all service packages. The report displays the
Service Package name, total user count, total organization count, and total unique
parent code count.

User Details Report - as HTML or .CSV File

The User Details report allows you to gather information about the numbers and
identities of users who have been granted various service packages and can be
filtered by location code. The report displays the User SSO ID, last and first name,
email address, location code, and organization / division per user.

Administrator Details Report

The Administrator Details report is designed to provide the service owner with a list
of supplier administrators who have the ability to grant user's access to their service.
This report may be useful for sending communications to these administrators.

The report may be broken out by administrator type. The security administrator has
a larger set of administrative privileges than the service administrator.

To locate the administrators for a single parent supplier code, please enter the full
parent supplier code. Although the code is not case sensitive, the search will
otherwise look for an exact match of the code entered

Generate a Summary Report

1. Click Service Owner Reports from the Reports drop-down menu.

Where is the Reports drop-down menu?
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2. Click Summary Report tab.

@

Select a service package in the service package drop-down menu, if desired.

4. Enable the radio button to indicate how you wish to view the results, either
HTML or as a .CSV file.

5. Click submit. The report displays the total user count, total Covisint
organization count, and total unique parent supplier code count for a given
service package.

RESULT:

You have successfully generated a Summary report.

Generate a User Detail Report (View as .CSV File)

1. Click Service Owner Reports from the Reports drop-down menu.

Where is the Reports drop-down menu?
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Click user details report tab.

Select a service package in the service package drop-down menu, if desired.
Optionally, you may narrow the results by identifying the User Location code.
Enable the show as a .csv file radio button to view the results.

Click submit.

2

86



Reports - Service Admin

Click Open in Excel. Once the data is opened in Excel, you are able to
manipulate it to show the data in the manner that is important to you.

A common use of data is to obtain user count by organization / division. This
example is described below:

1. In the Excel spreadsheet, from the Data drop down menu, click Sort.
2. Sort by the "Company/Division Name" column
3. From the Data drop down menu, click Subtotals.
4. Select each of the following where prompted:
a. At each change in: Company/Division Name
b. User Function: Count

c. Add subtotal to: <Select just one item from the list, default
might be fine>

5. Click OK.
6. Optionally, if you wish to view only the totals you can collapse the

report by selecting the "2" on the left side of the screen just above the
first row of the spreadsheet display.

RESULT:

You have successfully generated a User Detail report to view as a .csv file.

Generate a User Detail Report (View in HTML)

2

Click Service Owner Reports from the Reports drop-down menu.

Where is the Reports drop-down menu?
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Click user details report tab.

Select a service package in the service package drop-down menu, if desired.
Optionally, you may narrow the results by identifying the User Location code.
Enable the HTML radio button to view the results.

Click submit.
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RESULT:

You have successfully generated a User Detail report to view in HTML.

Generate an Administrator Detail Report

88

1. Click Service Owner Reports from the Reports drop-down menu.

Where is the Reports drop-down menu?
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2. Click administrator details report tab.
3. Select a service package in the drop-down menu.

4. Optionally, you may narrow the results by identifying the parent supplier

code.

5. Select the type of administrator you wish to view in the drop down menu.
6. Enable the radio button to indicate how you wish to view the results, either

HTML or as a .CSV file.

7. Click submit. The report displays the Organization’s name, parent code, and
administrator name and contact information for a given service package.

RESULT:

You have successfully generated an Administrator Detail report.



PREMIUM SERVICE: HEALTH EXCHANGE ROLES

Premium Service: Health Exchange Roles

@ Health Exchange Roles Management is a premium service available for
purchase by portal customers. Please contact your Covisint sales
representative for details on purchasing and enabling Health Exchange
Roles Management.

Two categories of roles are managed within the Administration tool. Those are:

0 Covisint Connection and Administration (CCA) Administrator roles Security
Administration roles (all portal customers)
0 Health Exchange Roles (when purchased / enabled by portal customers)

Health Exchange roles allow a Health Exchange Role Manager to create a role based
on task-oriented privileges for portal users where the Administrator can control what
those users are able to see and do based on privileges selected for inclusion in the
role. Roles and privileges, in conjunction with existing service package grants help
to achieve fine-grained access control at the application, feature, and data source
levels within a portal.

Health Exchange roles are not tied to Administrator roles. The Health Exchange role
is owned by the organization that owns the Health Exchange Portal, (GTHAN in this
case). The Health Exchange Role Manager (i.e. the administrator of the owning
organization) is able to define Health Exchange roles for the Health Exchange Portal.
Those roles can only assigned to the users who have the Health Exchange Portal
grant.

View Health Exchange Role Details

Torey

My Profile: Norman Invite
Roles and Services

|l vl *| =

Audits
reate Role

My profile options

. . . L . X Manage Services
Use My Profile aptions to view and update your profile informmation. Using the opt rme

B Yiew my profile
“iew vour contack information and any administrator roles that you may have been assigned.
. s A e e A 008 e e o P AN e e A AP ot s

- e il

1. From the Administration menu, click Roles and Services.
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2. Click Manage Roles. A list of current roles is displayed.

Current Roles

Rales are groups of priv)je

There may be situations|

available roles

Role Name

which it is necesst

User Options

Privilege Dptions

Owning Organization

Immunization_Add

view/remove users

Irrnuniza¥on_Add
add users

modify privileges

Health Information Exchi

Immunizatinnf]nfliry

Immunization_Ifguiry viewfremove users
dd users

modify privileges

Health Information Exch:

Lab /

Lab viely/remove users
add ushyrs

modify privileges

Health Infarmatian Exchi

Lab Te(hni(i7

Lab Technician view/remobg users
add users

modify privileges

Health Information Exch

universallyess

Universal Access

AN

viewfremove user modify privileges
add users

Health Infarmation Exchi

tr q role

trainingdl viewfremove users

add users

| Imodifypriuileges |

Health Information Excl

3. Click on the name of the role - to view details of that role.

Role Details: training role

-

+ view all roles

Role Name

v viewfmodify users

The actions available for the Role, training role, are easily accessed by clicking the Buttons and Links on this page, Depending upon
ownership and privileges, different Administrators may have different Buttons / Links available,

+ add users to role

role information

training raole

Description

example

Role Type

HEALTH_EXCHANGE

Owning Organization

Minnesota Health Information Exchange, LLC

Role Code

training0l

delete role |

Privilege Name

Health Exchange

Add Mew Imrmunizations

Description

Zend a new vaccination to an external Immunization Registry to update a patient's
imrunization history stored at the registry, Requires privilege to view immunizations,

assigned privileges

Eligibility Ingquiry and Response

Submit eligibility inquiries to payers and view the eligibility responses

modify privileges

4. From this screen you are able to:

e view / remove

users assigned to the role

e add users to the role

e delete the role

90
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o modify privileges of the role

RESULT:

You have successfully viewed details of a Health Exchange role.

Create Health Exchange Role

@

Before creating a new Health Exchange Role, verify that the role with
associated privileges does not already exist by viewing Health Exchange
Role details.

NOoOoRoNR

Home : My Profile ! My Organization ! Search | Administration | Reports :

Pending requests

Create a New User Role

Inuite

toles an

Enter Role Title: | |

Description: | |

Role Type | HEALTH_EXCHANGE + |

Role Code | |

continue role creation I kack to administration home I

From the Administration menu, click Roles and Services.
Click Create Role.

Key in the Role Title in the open text field.

Key in a description of the role in the open text field.

Select the Role Type from the drop down menu.

Optionally key in the Role Code in the open text field.

Click continue role creation. The Assign Privileges to Role screen is
displayed. (The list of privileges displayed may vary based on your
organization's implementation.)
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Assign Privileges to new Role: HC Training l
Select the privileges to be contained in this new rale, The follawing lists all available privileges:
select privileges
selact Privilage Name Description
Health Exchange
|l Add Mew Immunizations iSni:-‘du:i;:tvivo\.:SIccination to an exts
[ Eligibility Inquiry and Response Submit eligibility inquiries to payd
Il Patient Cpt-in/Opt-out Administration Manage the opt-infopt-out status1
- Fetrieve/view Allergies Retrieve allergies via a web servic
I_ Retrieve/View CDR Docurnents Retrieve CDR Documents via a we1
r Retrieve/View Clinical Docurmnents Retrieve dinical docurments via a
l_ Retrieve/View Irnmunizations Retrieve immunization records \.'ii
r Retrieve/View Lab Results Retrieve lab rezults via a web ser}
Il Retrieve/View Medication Histary Retrieve medication histary via a
Il Retrieve/View Patient Alerts Retrieve/View Patient Alarts {
r Retrieve/View Problems Allows an admin to retrieve and Vi
r Retrieve/View Procedures Allows an admin to retrieve and UI‘;
I_ Retrieve/view Radiology Reports Allows an admin to retrieve and ra)
Il Retrieve/View Vital Signs Retrieve Vital Signs via a web ser\1
- Update Provider List Allows an admin to update the pra
I_ Web-service Comrmnunity Patient Search Perforrn a community patient sea
select all | clear all
;
create role | I back
1
S A e e A A e T ST e e N e B 1 e g TR R S BB A S M-—‘

8. Enable the checkbox of each privilege combination you wish to associate to

the role.

Certain privileges must be combined with other privileges in order
to provide full functionality, as identified below:

Privilege Must Also Assign:

Add New
Immunizations

+ Retrieve/View Immunizations
+ Retrieve/View CDR Documents

Eligibility Inquiry and
Response

Patient Opt-1n/Op-

Not applicable

Out Administration None

Retrle_ve/VIew + Retrieve/View CDR Documents
Allergies

Retrieve/View

. + Retrieve/View CDR Documents
Clinical Documents

Retrieve/View

) . + Retrieve/View CDR Documents
Immunizations

Retrieve/View Lab

+ Retrieve/View CDR Documents
Results

Retrieve/View + Retrieve/View CDR Documents
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Medication History

Retrieve/View
Patient Alerts

+ Retrieve/View CDR Documents

Retrieve/View
Problems

+ Retrieve/View CDR Documents

Retrieve/View
Procedures

+ Retrieve/View CDR Documents

Retrieve/View
Radiology Reports

None

Retrieve/View Vital
Signs

+ Retrieve/View CDR Documents

Update Provider List

None

Web-service
Community Patient
Search

Not applicable for GTHAN

9. Click create role. The role is created and the Role Details screen is

displayed.

RESULT:

You have successfully created a role. Next, assign the role to users >>>

Modify Privileges of a Health Exchange Role

Before modifying privileges of an existing role, review the required
privilege combinations chart >>>
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Home : My Profile : My Organization : Search : |Administration || Reports

Fending requests 3

Invite

Create a New User Role

Roles and Services

Audits

Enter a Role Title, The role title must be thirty {30} characters aor less,

role title

Enter Role Title: | |

Description: | |

Role Type | HEALTH_EXCHANGE +|

Role Code | |

continue role creation back ta administration home I

1. From the Administration menu, click Roles and Services.
2. Click Manage Roles. A list of current roles is displayed.

Current Roles

Role Name f Role de User Options Privilege Options Owning Organization
Immunization_Add Irrnunizatign_add view/remove users modify privileges Health Information Exchi
add users

Immunizatio

n_Ingliry Immunization_Ifguiry viewfremove users modify privileges Health Information Exch‘
dd users 3

Lab

Lab vieth/remove users modify privileges Health Infarmation Excl
add users

Lab Technici

al Lab Technician view/remobe users modify privileges Health Infarmation Ex:r’
add users

UniversalAcfess Universal Access viewfremove user modify privileges Health Information Exch
add users

T . N -
I training role I trainingdl | VIEW/remove Users | I modify privileges I Health Information Exct

add users

e e

A B e S A AR el A A b A _J

3. Click modify privileges [} of the role you wish to edit.
Enable the checkbox of each privilege you wish to add to the role.

5. Disable the checkbox of each privilege you wish to remove from the
role.

6. Scroll to the bottom of the screen and click modify role with
updated privilege. The Confirmation screen is displayed.

7. Click confirm and save privilege. The screen refreshes, and the role
is updated.

P

RESULT:
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You have successfully modified a role.

Delete Health Exchange Role

When the role is deleted in the system, it is automatically
removed from each user associated to the role.

1. Navigate to the View Role Details screen.

Role Details: training role

The actions available for the Role, training role, are easily accessed by clicking the Buttons and Links on this page, Depending upon
ownership and privileges, different Administrators may have different Buttons / Links available,

+ view all roles v viewfmodify users + add users to role

role information

Role Name training raole
Description example
Role Type HEALTH_EXCHANGE
Owning DOrganization Minnesota Health Information Exchange, LLC
Role Code training0l
delete role |

assigned privileges
Privilege Name Description

Health Exchange

add Mew Immunizations _Send a new vac_:cmatlon to an external_Immunlzatlon Re_gl_stry to updatn_a a pat!ent_s
imrunization history stored at the registry, Requires privilege to view immunizations,

Eligibility Ingquiry and Response Submit eligibility inquiries to payers and view the eligibility responses

maodify privileges

2. Click delete role.

3. Click OK to confirm deletion. When the role is deleted in the system, it is
automatically removed from each user associated to the role.

RESULT:

You have successfully deleted a role.
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Assign Health Exchange Role to Users

(This task only applies to non-federated users. Federated users are automatically
granted Health Exchange role(s) based on the role code(s) in the SAML Assertion).

@

You must have the Service or Security Administrator Role in order to

assign Health Exchange Roles to Users.

1.
2.
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Administration
Fending requests 3

Home : My Profile My Organization Search

: Reports ¢ '

Invite

Create a New User Role

Raoles and Serviges

W

Audits

Enter a Role Title. The role title must be thirty {30} characters or less,

role title

Enter Role Title: |

- z
Manage Roles l

Create Rale

Description: |

Role Type | HEALTH_EXCHANGE v |

W o W T

Role Code |

e

continue role creation back to administration home |

T

From the Administration menu, click Roles and Services.
Click Manage Roles. A list of current roles is displayed.

Current Roles @ @ Q&

There may be situationsiin which it is necessk

available roles

Role Name User Dptions Privilege Options

Immunization_Add Immunizabign_add view/remove users modify privileges

add users

Immunization_Ingliry Immunization_IMgquiry view/remove users modify privileges

Lab viely/remove users modify privileges

Lab Technician view/remobe users modify privileges

add users

Universal Access

UniversalAcfess viewfremove user: modify privileges

add users

Roles are groups of privlleges, which cafybe granted to use has predefined several roles which are 3Vt etn_sssign to any users in the organization,

Ny
v or helpful ta -"-;_ a new role - a new group of privileges - to assign to users in the arganization, Click

trainingdl

iew/remove users
add users

I modify privileges |

add a new rolefts

Owning Organization

Health Information Exch
Health Information Exchi
Health Information Exchi
Health Information Exch
Health Infarmation Exchi

Health Information Exch}

o
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3. Click add users - in the row of the role to which you wish to assign users.
The User Search screen is displayed.

4. Search for the user by keying in search criteria, then click Search. (Note:
The users who already have the role will not be included in search results).

5. Enable the checkbox of each user you wish to assign to the role.
Scroll to the bottom of the screen and click submit user additions.

7. Click OK to confirm. The screen refreshes, and each user selected is added to
the role.

@

RESULT:

You have successfully assigned a Health Exchange role to a user. The role will
be applied to the user's profile the next time the user logs in.

Remove Health Exchange Role from Users

You must have the Service or Security Administrator Role in order to
remove Health Exchange Roles from Users.

Home : My Profile : My Organization : Search : |Administration | Reports :

Panding requests 3

Invite

Create a New User Role

Roles and Services

Audits

Enter a Role Title. The raole title must be thirty {30% characters or less,

role title

Enter Role Title: | |

Description: | |

Role Type | HEALTH_EXCHANGE |

Role Code | |

continue role creation back to administration home I

1. From the Administration menu, click Roles and Services.
2. Click Manage Roles. A list of current roles is displayed.
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Current Roles

Role Name User Options Privilege Options Owning Organization

Immunization_Add Immunizakgn_Add view/remove users modify privileges Health Information Excl"

add users

Immunization_Ingliry Immunization_Ifguiry view/remove users modify privileges Health Information Exch
dd users

Lab Lab viely/remove users modify privileges Health Infarrmation Ex‘:hi
add uskrs

Lab Technicia Lab Technician view/remo%e users modify privileges Health Information Exch
add users

UniversalAcfess Universal Aocess viewfremove user: modify privileges Health Information Exchd
add users

I training role I training0l view/jremove users | I madify privileges | Health Information Excl

add users

— S

3. Click view/remove users - in the row of the role from which you wish to
remove users. A list of all users assigned to the role is displayed.

4. Enable the checkbox of each user you wish to remove to the role.
Scroll to the bottom of the screen and click remove selected user(s).

6. Click OK to confirm. The screen refreshes, and each user selected is removed
from the role.

RESULT:

You have successfully removed a Health Exchange role from a user.

v

About the IDcipherTM Card

The IDcipher™ Card is used as a method for authentication that may
optionally be used within Portals that require up-level authentication.

The IDcipher™ card provides two-factor authentication (something the user knows
and something the user has) which is one form of authentication that may be used
when up-level authentication is required. The card provides a low-cost, easy-to-use,
easy-to-deploy authentication mechanism that provides an extra level of assurance
when a user is authenticated.



Covisint has trademarked the IDcipher™ Card.

Index

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales

representative for details)

More Information About the IDcipherTM Card

The IDcipher™ card is an 8x8 matrix of cells which contain a value that is a randomly
generated four-character lower-case alphanumeric string (number O and letters o
and | are excluded) which is provided by Covisint. Each IDcipher™ card is unique per

user.

Picture of a Sample IDcipher Card™

vour logo goes here
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e The card is emailed to the user in PDF format.

e The user prints out a hard copy of the card.
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e When a user attempts to sign on to the portal, after keying in the correct User
Name and Password, the system may prompt the user for an IDcipherTM card
value of a randomly picked cell (for example: column C row 4) The user
enters the value as read from the IDcipher™ card when prompted (1pd7 in
this example).

When will I be prompted to use an IDcipher™ card? Learn more >>>

(IDcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales

representative for details)

Up-Level Authentication
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Up-level authentication is an authentication process that prompts the user for an
additional, stronger form of authentication than a user name and password, when a
user attempts to gain access to a system resource that requires an additional level of
protection. Additionally, the user may be prompted for up-level authentication based
on specified criteria which can be derived from user provided information (e.g. a
specific user name), system collected information (e.g. an unknown PC IP Address),
as well as transaction patterns (e.g. time of day the user signs on or how frequently
the user is signing on).

Covisint has trademarked the IDcipher™ Card as a means of providing up-level
authentication. — Delete from this section and add to section about the IDcipher
card.

(1Dcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)

How Do | Get An IDcipher TM Card?

The IDcipher™ card is used as a method for authentication that may
optionally be used within Portals that require up-level authentication.

The process for obtaining an IDCipher™ Card is dependent upon your user status.
Click on the link that best describes you:

=l am an existing user, | can already log in to the portal, but | need a new
IDcipher™ Card >>>

1 am new to the portal, and not yet a registered user? (You have not yet
registered for the portal) >>>

When you register for portal access, an IDcipher™ card will automatically be
generated and emailed to you upon approval of your registration request if
the portal you are requesting access to requires the IDcipher™ card for up-
level authentication.

After submitting a registration request, users need not perfol
an IDCipher™ card.

(I1Dcipher™ card is a premium service available for purchase by portal customers. Please contact your Covisint sales
representative for details)
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