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PHIAuDIT OVERVIEW

Only community users with selected roles can access PHI Audit. For questions
about PHI Audit access, contact your community administrator.

The PHI Audit application enables you to audit:
o Access to operations on a selected patient's data
o A selected user's access to, and operations on, patient data

The purpose of the audit tool is to review users’ accesses of Protected Health Information to
verify accesses are in line with HIPAA requirements.

PHI Audit allows you to:

e Audit a specific patient's data to retrieve information about auditable actions that have
been performed on the data.

e Audit a specific user's actions to determine whose data they have accessed, and which
auditable actions they performed on the data.

Auditable Actions

PHI Audit retrieves information associated with actions described in the following table. You can
select one or more actions when you create an audit.

. Audited e

Audit Type Action Description

Patient Patient Includes the search results from which the patient
Search was selected.
Results

Patient Patient Displays the consent selection that was selected
Consent for access to patient data.

Patient Patient Opt In Indicates if the Opt In setting was changed.

Patient Patient Opt Indicates if the Opt Out setting was changed.
Out

Patient Patient PHI Displays the viewed patient data.
Access

User Patient Displays the consent selection the user selected to
Consent access patient data.

User Patient Audits the criteria used to search for a patient.
Search
Criteria

User Patient Audits the search results from which the user
Search selected a patient.

Results




PHI Audit User Guide

User Patient Opt In Indicates if the user changed the Opt In setting.

User Patient Opt Indicates if the user changed the Opt Out setting.
Out

User Patient PHI Indicates which tabs of patient data the user
Access accessed.

Navigating the PHI Audit Dashboard

@ Important: As you perform tasks with the PHI Audit Dashboard, use the

application's buttons to navigate. Do not use your browser's back button. If
you use your browser's back button for navigation, you may be returned to your
healthcare community home page.

Examples of application buttons:

Back to the main audit page
Back to the audit detailz page

You can quickly initiate audit tasks from the Audit Dashboard window. To access tasks, scroll up
or down the window as required to reach the section that supports the tasks you want to perform.

In sections that display information in columns, you can sort the information by clicking column
headings. Multiple clicks on a heading toggle the sort order between ascending and descending
sequence.
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Audit Dashboard -]

Start a new audit
Selert an zudit type below and follow the steps to schedule your zudit request, Queved audits appear below.

e EEme

Scheduled audits
Lh;folbw’lng audits have been queved and will be processed 2s soon a5 possible, You may cancel your request or wait for results to show up in the Processed Audits
w.

Cancel  Audit name Reguest date ~

There ar= no scheduled sudits =t this time,

Processed audits
Lhe following zudits have besn processed and are ready o be viewed, You may delete zudic reports or they will automatically be deleted after 20 days from
ing processad,
Delzte Audit nams Reguest date Processed dats =
1] Winds, Nancy - user 01/11/2012 0%:31 AM 01/11/2012 09:31 AM 2]
1] Cravis, Bob - patient 01/03/2012 11:36 AM 01/03/2012 11:38 AM —
] Winds, Mancy - user 12/18/2011 05:30 AM 12/18/2011 D5:31 &M
1] Crzvis, Bob - patient 12/18/2011 05:28 AM 12/18/2011 05:28 &AM
F Davis, Bob - patient 12/16/2011 12:46 PM 12/18/2011 12:46 PM

Deleta chackad

The Start a new audit section provides access to two wizards used to create patient or user
audits. For details, refer to:

e Create a Patient Audit
e Create a User Audit

The Scheduled audits section allows you to view or cancel audits that have not been submitted
for system processing. For details, refer to View or Cancel Scheduled Audits.

The Processed audits section allows you to view and delete processed audits. For details, refer
to:

e View a Processed Audit
e Download Audit Data as CSV
e Delete Processed Audits



AcCcess PHIAubpit

Only community users with selected roles can access PHI Audit. For questions
about PHI Audit access, contact your community administrator.

The method used to access PHI Audit can vary depending on your system configuration. If you
are not sure how to navigate to PHI Audit, contact your community administrator.

Perform the following steps to access PHI Audit:

1. Access your health care community using the URL provided by your organization. Your
healthcare community login page displays.

Registered Users Login

User I |

Password

=« Forgot your Password?
= Forgot your User ID?

2. Enter your User ID and Password, then click Login. Your health care community home
page displays.

3. Nauvigate to the PHI Audit Dashboard screen. For example, click Audit on the community
home page navigation bar. The PHI Audit Dashboard window displays.

@ This step can vary, depending upon your system configuration. If you are not
sure how to navigate to the PHI Audit Dashboard window, contact your
community administrator.




Access PHI Audit

Audit Dashboard (-]

Start a new audit
Select an audit type below and followr the steps to schedule your sudit request, Queved sudits appear below,

e  EXme

Scheduled audits
thfolbw'lng audits have been queved and will be processed a5 soon 25 possible, You may cancel your request or wisit for results to show up in the Processed Audits
W

Canczl  Audit name Request date -

There ane no schaduled zudits at this time,

Processed audits
Ll'e following audits have been processed and are ready to be viewed, You may delete audit reports or they will automatically be deleted after 30 days from
ing processed,
Delete Audit name Reguest date Processed date =
s} Winds, Nancy - user 01/11/2012 09:31 AM 01/11/2012 09:31 AM =
1] Dzvis, Bob - patient 01/03/2012 11:36 AM 01/03/2012 11:36 AM —
] Winds, Nancy - user 12/18/2011 05:30 AM 12/18/2011 05:31 AM
[l  Davis Bob - psbent 12/18/2011 05:28 AM 12/18/2011 05:28 AM
1] Dzvis, Bob - patient 12/16/2011 12:46 PM 12/16/2011 12:46 PM

RESULT

You have successfully accessed PHI Audit.



CREATE A PATIENT AUDIT

Create a Patient audit when you want to audit PHI data actions for a selected patient.

This procedure assumes you have logged in to your healthcare community and navigated to the
PHI Audit Dashboard window. For details, refer to Access PHI Audit.

Audit Dashboard (-]

Start a new audit
Seleer an sudit type below and follow the steps to schadule your sudit request. Queved sudits appear balow,

e EXme

Scheduled audits
thfolbw’lng sudits have been queuved and will be processed as soon as possible. You may cancel your request or wait for results to show up in the Processed Audits
i

Cancel  Audit name Request date =
There are no scheduled sudits st this time,

L P L A U G AU S A P AT I NP T P Y P o P Y S S A A S N AP S S ATy Fu

Perform the following steps to create a patient PHI Audit:

1. On the PHI Audit Dashboard window, click Patient audit. Step 1 of the Patient Audit
Wizard popup displays.

Patient Audit Wizard [ ]

Patient audit: search for a patient

Steps: B | 2| |3
Seanch for a patient to view their audit history, ¥ = required fickds L

First name Address 1
Last name Address 2
Date of birth MM/DDITYYY Giy

Zip code
Gendar

Search for patlents m




Create a Patient Audit

2. Enter your search criteria. Your search criteria may vary, depending on your system
configuration.

@If you enter search criteria in an invalid format, the © error indication
displays. Hold your cursor over the indicator for details.

Date of birth 43 % City

Phone number  OGEIOCEOX [ @ Date of birth must be in MM/DD/YYYY f

t be a future date.
Gender selectone... nothea reoe

3. When you are Finished entering search criteria, click Search for patients. If your search
returns no results, or unexpected results, modify your search criteria and try again.
Otherwise, the search results display in the Patient Audit Wizard Step 1 popup.

Patient audit: select a patient steps: [l 23
Select the patient™ Tu TrEn T 200 TR T MY, P ey other search.
.
Salact éﬂﬂt D e P " nate of bith  Address Phone
[ K, MARSHALL Mala =
@ 5 A, SKINNER Mae
T PENNY, WERNSING Female
(% BARRY, ROOP Male
o SHERIAL, MILLSAP Female
r CAMNDICE, FARLEY Female
[EECIRD AW SOk ki3 kg hal
Found: 27 results

4. Select the patient whose PHI data you want to audit.
5. Click Select and continue. Step 2 of the Patient Audit Wizard popup displays.
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Patient audit: select audit actions . E
Select the date range and auditable actions you wish to see for this patient. * = required fields
Selected Patient: RICK, MARSHALL
Daterange* 01132011 B w on3ecz B
Audit actions = [# Patient Consent
[¥ Patent Opt-In
[+ Patient Opt-Out
[v patient Search Results
[¥ Patent Search Critera
[¥ Patient PHI Access

< Previous Select and review Exit wizard

6. Specify a date range for the audit.

Note: The date range must be no more than 30 days.

e Enter dates in the required format, or

e  Click the drop down arrow to display a calendar from which you can select a

date.

Select the Audit actions you want to include in the PHI patient data audit. For more
information, refer to PHI Audit Overview.

Click Select and review. Step 3 of the Patient Audit Wizard popup displays.

Patient audit: review and schedule your selections

Steps: H
Modify your selactions as neaded and schedule the audit.
patient =
RICK, MARSHALL Male
WER, TX 75078
Date Range

Email Me When Processed
omazorz B w  owmzeoz B

lester@covisint.com m

Auditable Actions
¥ Patient Consent
[ Patiant Opt-In
[¥ Patient Opt-Dut
[¥ Patient Search Resuls
[+ Patient Search Criteria

BT Piedimed M &




Create a Patient Audit

9. Review your audit's date range and Audit actions criteria, and modify as required.
10. Optional - modify the Email Me When Processed field.
e |f you want to use the default email address for notification emails, leave the field
as-is.
¢ If you want the notification email to go to a different email address, click Clear,
then enter the alternate email address.

11. Click Schedule audit. The audit is scheduled, and a success window, similar to the
following displays.

Your audit has been successfully scheduled

The audit now appears in the Scheduled Audits. You may cancel the audit before it begins processing.

LY close this window

12. Click close this window. The audit wizard window closes and you are returned to the
PHI Audit Dashboard window.

RESULT
You have successfully created and scheduled a PHI patient data audit.



CREATE A USER AUDIT

Create a User audit when you want to audit PHI data actions performed by a selected user.

This procedure assumes you have logged in to your healthcare community and navigated to the
PHI Audit Dashboard window. For details, refer to Access PHI Audit.

Audit Dashboard (-]

Start a new audit
Seleer an sudit type below and follow the steps to schadule your sudit request. Queved sudits appear balow,

e EXme

Scheduled audits
thfolbw’lng sudits have been queuved and will be processed as soon as possible. You may cancel your request or wait for results to show up in the Processed Audits
i

Cancel  Audit name Request date =

There are no scheduled sudits st this time,

L P L A U G AU S A P AT I NP T P Y P o P Y S S A A S N AP S S ATy Fu

Perform the following steps to create a user PHI Audit:

1. On the PHI Audit Dashboard window, click User audit. Step 1 of the User Audit Wizard
popup displays the list of available users within your organization.

User audit; select a user steps: [fll (2|3

Select a user for the selected nrﬁnl:a perform an audit. * = required figlds
Organization * = Your Organizyﬁ >

Select  name -~ User Id Email
O Auto AW ” BACC nonma
s Eﬁ Alo CARL ear
= Mancy Winds BAYL SUS:

Found: 3 results

Select admin and continue Exit wizard

2. Select the user you want to audit.

10



Create a User Audit

3. Click Select admin and continue. Step 2 of the User Audit Wizard popup displays.

User audit: select audit actions steps:  [H |3
Select the date range and audiable actions you wish to see for this user. * = required fields

Selected User: Nancy Winds
Daterange* o0113z01z B & owzzoz
Audit actions * [ Patient Consent

[+ Patient Opt-In

[¥ Patient Opt-Out

[¥ Patient Search Resuks

[+ Patient Search Criteria

[¥ Patient PHI Access

m Select and review Exit wizard

4. Specify a date range for the audit. Note: The date range must be no more than 30 days.
e Enter dates in the required format, or
e  Click the drop down arrow to display a calendar from which you can select a
date.

5. Select the Audit actions you want to include in the PHI user data audit. For more
information, refer to PHI Audit Overview.

6. Click Select and review. Step 3 of the User Audit Wizard popup displays.

User audit: review and schedule your selections

Steps: H
Modify your selections as needed and scheduled the audit.
User
Hancy Winds USERD7E
Date Range Email Me When Processed
o201z Bl o  jowaznz B ester@covisinLeom
Auditable Actions

[¥ Patient Consent

[+ Patient Opt-In

[+ patient Opt-Out

[¥ Patient Search Results
[+ Patient Search Critera
[¥ patient PHI Access

7. Review your audit's date range and Audit actions criteria, and modify as required.

11
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8. Optional - modify the Email Me When Processed field.
e If you want to use the default email address for notification emails, leave the field
as-is.
e If you want the notification email to go to a different email address, click Clear,
then enter the alternate email address.

9. Click Schedule audit. The audit is scheduled, and a success window, similar to the
following displays.

Your audit has been successfully scheduled

The audit now appears in the Scheduled Audits. You may cancel the audit before it begins processing.

LY close this window

10. Click close this window. The audit wizard window closes and you are returned to the
PHI Audit Dashboard window.

RESULT
You have successfully created and scheduled a PHI user data audit.

12



VIEw OR CANCEL SCHEDULED AUDITS

@ Audits display in the Scheduled audits section of the Audit Dashboard window
only until they are processed. Audits are processed as soon as possible.

You may not be able to view or cancel scheduled audits, because they have
already been moved into the processing phase.

View Scheduled audits when you want to:
e Review the list of audits that have not been submitted for system processing.
e Cancel scheduled audits so they are not submitted for system processing.

This procedure assumes you have logged in to your healthcare community and navigated to the
PHI Audit Dashboard window. For details, refer to Access PHI Audit.

Audit Dashboard -]

Start a new audit
Salect an audi type belw and folow the steps to schadule your audit request. Queusd audits appear balow.

e | e

Scheduled audits
g‘hg folowing audits have been queved and wil be processed as soon as possible. You may cancel your request or walt for results to show up in the Processed Audis
alow.
Cancel  Audit name Request date +
] RICK, MARSHALL - patient 01/13/2012 02:49 PM

Winds, Nancy - user 01/11/2012 09:31 AM

Concel checked

e e M TS SNt BN . it e M e e s

Perform the following steps to view Scheduled audits:

1. On the PHI Audit Dashboard window, scroll down the screen as required to view the
Scheduled audits section.

e The list of scheduled audits displays, or
e The "There are no scheduled audits as this time" message displays,

2. Review the list of scheduled audits as required. If you want to cancel scheduled audits,
continue to the next step.

3. Check the Cancel check box of each audit you want to cancel.
4. Click Cancel checked. A confirmation dialog displays.

13
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Confirm

o Are you sure you want to cancel the requests?

5. Click Cancel requests. The checked audits are cancelled, and will not be submitted for
system processing.

RESULT
You have successfully cancelled a scheduled PHI Audit.

14



VIEwWA PROCESSED AUDIT

View Processed audits when you want to:
e Review the list of audits that have been processed.
e View audit details.

This procedure assumes you have logged in to your healthcare community and navigated to the
PHI Audit Dashboard window. For details, refer to Access PHI Audit.

T L el L T LN TR LR R PSP S

Processed audits

The fDIJ\;II‘IU audits have been processed and are ready to be viewed. You may delete audit reports or they wil automatically be deleted after 30 days from being
processad,

Delete  Audit name Request data Processed date -
Winds, Nancy - user 01/13/2012 03:40 PM 01/13/2012 03:42 PM j
01/13/2012 02:49 PM 01/13/2012 02:49 PM

01/11/2012 09:31 AM 01/11/2012 09:31 AM

Patient or User name, and 01/03/2012 11:36 AM

audit type ( patient or user)

12/18/2011 05:31 AM

24 reports

Delete checked

Perform the following steps to view Processed audits:

1. On the PHI Audit Dashboard window, scroll down the screen as required to view the
Processed audits section.

2. Sort the audit list as required by clicking column headings. For details, refer to
Navigating. the PHI Audit Dashboard.

3. Click the Audit name link of the audit whose information you want to view. The Audit
Details view displays in the Audit Dashboard window. The fields available in the Audit
Details view are dependent upon the audit type:

e Patient audit view
e User audit view
An example Patient Audit excerpt is shown below.

Date of action = User Action Additonal detals
12/15/2011 07:14 PM HNorm Patient Search Resuks -]
121513011 0517 Bl By Batiant BUI Arress [ o ]

4. [Optional] If you want to see more information about an audit action, click its Details
button. The action's details display in a new window.

@[Optional] Click Create PDF file to save the audit action details as a PDF.

15
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Pasent Summary
oy Created On: December 15, 2011
Ay -
Patient: Ho‘-h 1o H 1000001000
L - -
Date of Birth: ;’.uqust 12, 1975 - My Gender: Mak

Guiardian: w of Kin:

Table of Contents
Allergies and Adverse Reactions Trnimainiea bans. Hediatuws [ E TR Sumnge ries [ Procedures
All=rgees and Adverse Reactions

Type Subrstance Reaction
LINK LINEK I Mausey
LIME LINK Whaenig
LK LINKE Hreas
Imumvumiizatsons: I

Date Sta
Tetanus_and _diphthena_toxoids 01/01/1957 12:00:00 con
Influsna_vinig_vaccine 12011958 12:00:00 enm
Pneurnococcal_polsaccharde_vacone 127011968 12:00:00 con
Influenia_virus_vaccna 110071 1968 12:00:00 con
HMedicatsans "
Medication Start Dabe
Caphakexin 500 MG oral tablet
Prédrgane 20 MG aral tablet .’
Clopidogrel 75 MG oral tablet ’
Metoprokal 25 WG oral tablat

Alputerol 0.09 MG/ACTUAT mhalant soluton

5. When you are finished viewing audit action details, click Back to the audit details page.
The list of audit details displays in the Audit Dashboard window.

6. When you are finished viewing audit details, click Back to the main audit page. The PHI
Audit Dashboard page displays.

RESULT

You have successfully viewed a PHI audit.

16



PATIENT AUDIT DETAILS SCREEN

Patient Audit Details

You may alo download this nformation as a .csv file to your computer. Please note that this audit wil automatically be deleted after 30 days.

Patient Download .csv of audit

Davis, Bob 36 years (08/12/1975)  Male

Employer: == Insurance: == PCP: ==

Phonel: -- Phene3: --
Date of action + User Action Addiional detais
12/15/2011 07:14 PM Morm Patient Search Results -
12/15/2011 05:12 PM Horm Pabient PHI Access m
12/15/2011 05:12 PM Morm Patient PHI Access
12/15/2011 05:12 PM horm Patient Search Results
12/15/2011 05:04 PM Morm Patient Search Results

- . o . P E Ack M?.—.

The Patient Audit Details screen is organized in two sections:

1. The patient section displays a summary that includes the patient's name and other key
information.

2. The auditable actions section displays a row for each included action.
e Date on which the action occurred.
e The user who performed the action.
e The action name.
e [Optional] A link to additional details about the action.

From the screen, you can:

e Download the audit data in CSV (Comma Separated Values) format.
e Delete the audit.

e View action details by clicking a Details button.

e Return to the main audit page by clicking the button.



USER AUDIT DETAILS SCREEN

User Audit Details

You may aso download this nformation as 3 .csv file to your computer. Please note that this audit wil automatically be deleted after 30 days.

User

Mame Carli P Organization

Uzer ID CARLI U Email

Phene
Date of action » Patient Action Additional detais
12/15/2011 06:42 PM DORIS A ROGERS Patient Search Results -
12152011 05:55 PM DORIS A ROGERS Patient Search Results
12152011 05:14 PM TOM D SMITH Patient PHI Access
12/15/2011 05:14 PM TOM D SMITH Patient PHI Access
12/15/2011 05:14 PM TOM D SMITH Patient PHI Access m
12/15/2011 05:14 PM TOM D SMITH Patient PHI Access m
12/15/2011 05:14 PM TOM D SMITH Patient PHI Access m
12152011 05:13 PM TOM D SMITH Patient PHI Access m
12/15/2011 05:13 PM TOM D SMITH Patient PHI Access m
PN Bt e, SN Y PP sl e o SRS e o e M e ot o Ul e

The User Audit Details screen is organized in two sections:

1. The user section displays a summary that includes the user's name and other key
information.

2. The auditable actions section displays a row for each included action. The row includes:

e The date on which the action occurred.

e The patient on whose data the action was performed.
e The action name.

e [Optional] A link to additional details about the action.

From the screen, you can:
e Download the audit data in CSV (Comma Separated Values) format.
e Delete the audit.
e View action details by clicking a Details button.

e Return to the main audit page by clicking the button.



DOWNLOAD AUDIT DATAAS CSV/

You can download an audit in CSV format. CSV format files can be opened using spreadsheet
software such as Microsoft Excel. There is more information in the CSV format files than can be
viewed from the Audit Dashboard user interface.

Perform the following steps to download audit data in *.CSV format:

1. In the Processed audits section, click the Audit name link of the audit you want to
download. The patient or user Audit details display. For details, refer to View a Processed

Audit.

Patient Audit Details e ey

You may also download ths information as a .csyge to your computer. Please note that this aude wil ammuegd& 30 days.

Patient Ty ey I Download .csv of audit

Da\"|5_, BOb 36 years (08/12/1975) Male

. -— Ph

Employer: -- Insurance: == PCP: --

Phonel: -- Phone3: --
Date of action - LUisar Action Additional detais
12/15/2011 07:14 PM Morme Patient Search Results

12/15/2011 05:12 PM Mo

Patient PHI Access

.. 1?3’15!20110;:}@. .mfw e ame o el ERRE IR ACcESS

2. Click Download .csv of audit. A File Download dialog displays.

3. In the File Download dialog, click Save. A Save As dialog, similar to the following
displays.

19
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2|x|

Savein | (L3 PHI Audi =l o

PHI_aLUdit_RH8
CSource Documents

BobDavis320.05v

Enter a meaningful
file name.

My Docurments

-
o B
My Compuite

-
-
by 3 File name:

| audtReport 320 coy 3

Savesslype  |Micioeolt Office Excel Corna Separated Value | Cancel

E

4. Inthe Save As dialog:
e Navigate to the folder in which you want to save the *.csv file.
e Enter a meaningful *.csv file name.
e Click Save. The file is saved to the location you selected.
5. To view the saved file, open it with a spreadsheet program such as Microsoft Excel.

RESULT

You have successfully downloaded and viewed a PHI audit in *.csv format.

20



DELETE PROCESSED AUDITS

Audits are automatically deleted after a configurable amount of time. Perform this procedure
when you want to delete audits before they are automatically deleted.

This procedure assumes you have logged in to your healthcare community and navigated to the
PHI Audit Dashboard window. For details, refer to Access PHI Audit.

e LT T L e

Processed audits

mi:ik;::ng audis have been processed and are ready to be viewed. You may delete audi reports or they wil automatically be deleted after 30 days from being
Delete  Audit name Request date Processad date =
¥l RICK, MARSHALL - patient 01/16/2012 02:54 PM 01/16/2012 D2:54 PM ﬂ
Bl Winds, Nancy - user 01/13/2012 03:49 PM 01/13/2012 03:49 PM
®l RICK, MARSHALL - patient 01/13/2012 02:49 PM 01/13/2012 02:49 PM
] Winds, Hancy - user 01/11/2012 09:31 AM 01/11/2012 09:31 AM
Fl wis - pataent 01/03/2012 11:36 AM 01/03/2012 11:36 AM

Delete checked

Perform the following steps to delete audits before they are automatically deleted:
1. Scroll down through the Audit Dashboard window to the Processed audits section.

Note: The screen shot indicates the example system is configured to delete audits after
30 days.

2. Check the Delete check box of each audit you want to delete..
3. Click Delete checked. A confirmation dialog, similar to the following, displays.

6 Are you sure you want to delete the reports?

Delete reports

4. Click Delete reports. The audits are deleted. The Processed audits section refreshes.

RESULT
You have successfully deleted processed audits.

21



GLOSSARY
C

CSV: Comma Separated Values. A plain text format for storing tabular data. Files in CSV format
can be opened by spreadsheet software such as Microsoft Excel.

H

HIP AA: The Health Insurance Portability and Accountability Act.

P

PHI: Protected Health Information - information that must be secured to meet HIPAA
requirements.
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